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an area for recording therein encrypted data, whteh Is 
encrypted using information including the disk identifi- 
cation Information for identifying the optical disk as a 
key. 
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Description 

BACKGROUND OF THE INVENTION 

5 1 . FIELD OF THE INVENTION 

[0001] The present invention relates to an optical disk, an optical disk recording and reproducing apparatus, a 
method for recording, reproducing and deleting data on an optical disk, and an information processing system. In par- 
ticular, the present Invention relates to an optical disk, an optica! disk recording and reproducing apparatus, a method 
10 for reconiing, reproducing and deleting data on an optical disk, and an information processing system, whteh can pre- 
vent unjust digital copying from being performed from an opttoat disk, on which data such as AV data (Audio and Visual 
Data) including image data of movies and audio data of music protected with copyright is recorded, to the other record- 
ing media such as an optical disk of another recording type or the like. 

15 2. DESCRIPTION OF THE RELATED ART 

[0002] An optical disk is superior in random accessibility to conventional tape media, and has such an advantage 
that deterioration due to repetitive use is reduced because of being capable of non-contacting recording and reproduc- 
ing using laser light. Further, the optical disk has such an advantage that mass reproduction can be made at low cost 

20 by mastering perfomied by disk manufacturers, and a CD (Compact Disk) becomes generalized as a high quality digital 
audio instead of a conventional phonograph record for analog recording. Furthermore, recently, a DVD where high qual- 
ity image data has been digitally recorded (Digital Video Disk or Digital Versatile Disk) is commercialized, and the opti- 
cal disk will be expected to be further developed as a digital recording medium for AV data In the near future. 
[0003] On the other hand, in addition to a read-only optical disk on which data has been previously recorded In a 

25 pre-pit fomi by a disk manufacturer, such as a music CD, CD-ROM. DVD-ROM or the like, an optical disk of recording 
type on whfch user can record AV data at home, such as CD-R. CD-RW, MO, MD, DVD-RAM or the like has been 
recentiy developed and widely spread. 

[0004] Also, in television broadcasts, digital systems for allowing multi-channeling or various services have been 
introduced instead of conventional analog systems, and such a trend will be widely spread in the near future. In partic- 
30 ular, the optical disk of recording type is expected to be utilized, as recording media of content delivered through digi- 
tized broadcasting or communication, for recording AV data mainly for the purpose of time shift utilization where, after 
contents are accumulated upon being delivered, program selection is perfomied and the selected content is listened or 
watched. 

[0005] Conventionally, an optical disk of recording type which has been utilized mainly for computers is utilized for 

35 Storing data which has been created by a user himself, and the optical disk of recording type does not have any means 
for preventing copying from being performed between optical disk of recording types. When the optical disk of recording 
type is widely utilized, an ordinary user copies recorded data of an optical disk to another optical disk of recording type 
irregulariy as it is so that it becomes possible to obtain unjust reproduction without paying copyright royalty to be paid 
to an author or writer of this AV data and without deterioration in sound quality and image quality owing to that the opti- 

40 cal disk of recording type is digitally recordable, which becomes a factor of preventing spread of excellent content. 
Regarding an MD oh whteh muste or the like is digitally recorded, means for perfomning generation management for lim- 
iting the number of recordings has been introduced, where data together with generation management data is recorded 
on an optical disk and the number of copyings is limited by the generation management data. 
[0006] Also, in order to prevent unjust copying of a CD-ROM or a DVD-ROM, for example, a method for forming a 

45 Burst Cutting Area (referred to as a BCA hereinafter) whteh is a write once area for overwriting barcode on a pit section 
of an optical disk, and for recording IDs on the BCA which are different from each other for each optteal disk upon man- 
ufacturing optical disks, has been proposed in an Intemational application of International Publication No. WO 
97/14144. According to this metiiod, since a password is different for each disk ID, one password can decrypt only a 
cipher of one disk, so that, even when content is copied unjustly, the content can not be decrypted due to lack of infbr- 

50 mation of a disk ID. 

[0007] Rg. 39 is a block diagram showing a configuration of a user data area of a conventional DVD-ROM. and a 
configuration of an optical disk reproducing apparatus for decrypting an encrypted content from data In the user data 
area, in the DVD-ROM, as shown in Rg. 39. encryption is performed on content data recorded on a disk. 
[0008] Refening to Rg. 39, the user data area of the DVD-ROM is constituted by a sector header area 3201 . a main 
55 data area 3202, and an error detection code 3203. In this case, a sector address 3204 indteating a position of a sector, 
copyright control information 3205 on which the copyright control Information regarding data recorded on the main data 
area 3202 (for example, a scramble flag, copy control information and the like) is recorded, and a dedpher key 3206 for 
decrypting a cipher when the cipher Is performed on data recorded on the main data area 3202 are recorded on the 
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sector header area 3201 . Also, mainly AV data required for copyright protection and the like are encrypted and recorded 
on the main data area 3202. 

[0009] At the time of reproducing such a user data area, a decipher l(ey 3206 required for reproducing encrypted 
content from the sector header area 3201 is first acquired. The acquired decipher key 3206 is Inputted to a key decrypt- 

5 ing device 3207, whteh decrypts the input decipher key 3206 to a content decipher key by using a predetermined disk 
key, and outputs the content decipher key to a decrypting devtee 3208. Next, the decrypting device 3208 decrypts the 
encrypted content of the main data area 3202 using the decrypted content decipher key, according to the copyright con- 
trol information 3205 whtoh has been stored on the sector header area 3201 corresponding to the main data area 3202, 
and then, the decrypted content which is reproducible data can be obtained. 

10 [0010] In the optical disk according to the configuration shown in Fig. 39, it is possible to perform reading-out from 
the main data area 3202 through a driving apparatus of a persona) computer or the like. However, unjust reproduction 
or production of pirated version can be prevented by constituting the optical disk so that an area where the decipher key 
3206 Is recorded can be read out only by an optical disk reproducing apparatus with a regular autiientication function. 
[0011] However, for the unjust copying preventing method using the generation management data, it is inevitable to 

15 change the generation management data upon copying (change from "once copying possible" to "copying impossible"). 
On the other hand, there is such a problem that unjust copying can not be prevented sufficientiy by copying data on the 
optical disk together with the generation management data without changing the generation management data or 
altering the generation management data by a computer or the like and recording them on the optical disk. Further- 
more, since the number of copyings is limited based on the generation management data which has been previously 

20 recorded together with the content, there is such a problem that, even when a regular copyright royalty is paid, data 
which has been made "copying impossible" is not allowed to be copied to another optical disk at all, and a user must 
wait for providing content data from a content provider. Both the problems are caused due to that the content provider 
can not manage content copying onto an optical disk of reconding type performed by a user sufficiently. 
[0012] Recentiy, personal computers are further improved in performance and further they are connected to net- 

25 works, SO that cipher decryption can be perfonned at high speed by a plurality of personal computers. In order to further 
Increase robustness of the cipher against such a decryption, it becomes necessary to extend a key length of a key used 
for the cipher. However, In a key management method for recording a decipher key In a sector header as proposed con- 
ventionally, there is such an problem that only a decipher key with a size of a predetemnined length (a size of decipher 
key area) or less is recorded, and a key length can not be elongated for die purpose of Improving robustness of a cipher 

30 In the future. 

SUMMARY OF THE INVENTION 

[0013] The first object of the present invention is to provide an optical disk, an optical disk recording apparatus, an 
35 optical disk reproducing apparatus, an optical disk recording and reproducing apparatus, a method for recording and 
reproducing data on an optical disk, a method for recording data on an optical disk, a method for reproducing data on 
an optical disk, a method for deleting data on an optical disk, and an information processing system, which can prevent 
unjust digital copying which a content provider can not manage. 

[0014] Also, the second object of the present Invention is to provide an optk;al disk, an optical disk recording appa- 
40 ratus, an optical disk reproducing apparatus, an optical disk recording and reproducing apparatus, a method for record- 
ing and reproducing on an optical disk, a metiiod for recording on an optical disk, a method for reproducing on an opttoal 
disk, a metiiod for deleting data on an optical disk, and an infonmation processing system, which can enhance reliability 
of a decipher key required to decrypt data required for copyright protection. 

[0015] Furthemiore, tiie third object of ttie present invention is to provide an optical disk, an optical disk recording 
45 apparatus, an optical disk reproducing apparatus, an optical disk recording and reproducing apparatus, a method for 
recording and reproducing data on an optical disk, a method for recording data on an optical disk, a method for repro- 
ducing data on an optical disk, a method for deleting data on an optical disk, and an information processing system, 
which can set robustness level of cipher according to a level of copyright protection of content to be recorded. 
[001 6] In order to achieve the aforementioned objective, according to one aspect of the present invention, an optical 
50 disk of recording type on which data is recordable, including: 

a data recording and reproducing area for recording data therein and reproducing data therefrom; and 

a read-only disk identification information area for recording disk identification information for identifying the optical 

disk therein. 

55 

[0017] In the above-mentioned optical disk, the disk Identification Infomnation Is preferably formed by removing a 
reflection film formed on the optical disk in a strip shape. 

[0018] In the above-mentioned optical disk, the disk identification Infomiation prefensa}ly includes an Inherent disk 
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identifier for each optical dislc. 

[001 9] In the aboveHnentioned optical disic, the data recording and reproducing area preferably includes an area for 
recording therein encrypted data, which is encrypted using infomnation including the disk identification Information for 
Identifying the optical disk as a key. 
5 [0020] In the above-mentioned optteal disk, the encrypted data preferably Includes content data which is at least 
one of image data and music data. 

[0021 ] In the above-mentioned optical disk, the encrypted data preferably includes a descramble key for decrypting 
a cipher whteh has been performed on content data. 

[0022] In the above-mentioned optical disk, the encrypted data preferably includes: 

10 

(a) a descramble key for decrypting a cipher which has been perfomned on content data, and 

(b) an error detection code for detecting an error in the descramble key. 

[0023] According to another aspect of the present invention, there is provided an optical disk of recording type on 
15 which data is recordable, 

wherein the optical disk includes a data recording and reproducing area for recording data therein and reproduc- 
ing data therefrom, and 

wherein the data recording and reproducing area includes an area for recording therein, content data which is at 
least one of encrypted image data and encrypted music data, and a descramble key for decrypting a cipher which has 
20 been perfomned on the content data. 

[0024] According to a furtiier aspect of the present invention, there is provided an optical disk of recording type on 
whteh data Is recordable, including: 

a read-only disk Identification information area for recording tiierein disk Identification infbnnation for identifying the 
25 optical disk; 

a data recording and reproducing area for recording therein and reproducing therefrom, content data including at 
. least one of encrypted image data and encrypted music data; and 
a key management information area for recording therein, key Information used when reproducing the content data, 
and a descramble key whteh is encrypted using tiie disk identification information as a key. 

30 

[0025] According to another aspect of the present invention, there is provided an optical disk recording and repro- 
ducing apparatus for controlling at least one of; 

(a) a recording operation for recording data in a data recording and reproducing area of an optical disk of recording 
35 type on which data is recordable, and 

(b) a reproducing operation for reproducing data from the data recording and reproducing area, 

wherein ti^e optical disk includes a disk identification Infbnnation area for recording therein disk identification infor- 
mation for identifying the optical disk, and 

wherein the optical disk recording and reproducing apparatus comprises; 
40 reproducing means for reproducing the disk identification information from the disk identification infomnation area; 
and 

control means for judging whether or not at least one of the recording operation and the reproducing operation is 
performed based on the reproduced disk identification infonnation, and for controlling the optical disk recording and 
reproducing apparatus to perform at least one of the recording operation and the reproducing operation in 
45 response to a judgment result 

[0026] According to a further aspect of the present Invention, there is provided an optteal disk recording apparatus 
for recording content data on an optical disk of recording type on which data is recordable, 

wherein the optteal disk Includes an area for recording a disk identification information area for Identifying the 
so optical disk, and 

wherein the optical disk recording apparatus comprises: / 

reproducing means for reproducing the disk identification information from the disk identification information area, 
and 

55 recording means for recording at least partially encrypted data on the optical disk, using the reproduced disk iden- 
tification information as a key 

[0027] According to a still further aspect of the present invention, ttiere is provided an optteal disk reproducing 
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apparatus for reproducing content data from an optical dislc of recording type on which data is recordable, 

wherein the optical disk Includes a disk identifbatlon infbnmation area for recording therein disk Identification 

infomiatlon for Identifying the optical disk, and 

wherein the optical disk reproducing apparatus comprises: 

5 

reproducing means for reproducing the disk identification infomiation from the disk identification infbmiation area, 
and 

decrypting means for decrypting at least partially encrypted data using the reproduced disk identification infbmrta- 
tion as a key after reproducing the at least partially encrypted data from the optical disk. 

10 

[0028] According to another aspect of the present invention, there is provided an optical disk recording and repro- 
ducing method for controlling at least one of: 

(a) a recording operation for recording data into a data recording and reproducing area of an optical disk of record- 
75 Ing type on which data is recordable, and 

(b) a reproducing operation for reproducing the data from the data recording and reproducing area, 

wherein the optical disk includes a disk identification infomiation area for recording therein disk identification infor- 
mation for identifying the optical disk, and 

wherein the method includes the steps of: , 
20 reproducing the disk identification infonnation from the disk identification information area; and 

judging whether or not at least one of the recording operation and tiie reproducing operation is performed based 
on the reproduced disk identification infonnation, and controlling the recording operation and the reproducing oper- 
ation to perform at least one of the recording operation and the reproducing operation based on a Judgement result 

25 [0029] According to a further aspect of the present invention, there is provided an optbal disk recording method for 
recording content data on an optical disk of recording type on whteh data is recordable, 

wherein the optical disk includes a disk identification infomiation area for recording therein disk identification 
infomiation for identifying the optical disk, and 

wherein the method includes the steps of: 

30 

reproducing disk identification infomnation from the disk identification infonnation area; and 

recording at least partially encrypted data on the optical disk, using the reproduced disk identifk^ation information 

as a key. 

3S [0030] According to a still further aspect of the present invention, there is provided an optteai disk reproducing 
method for reproducing content data from an optical disk of recording type on which data is recordable, 

wherein the optical disk includes a disk identification infonnation area for recording therein disk Identification 
infonnation for identifying the optical disk, and 

wherein the method includes of the steps of: 

40 

reproducing the disk identification Information from the disk identification information area; and 

decrypting at least partially encrypted data using the reproduced disk identification infonnation as a key, after 

reproducing the at least partially encrypted data. 

45 [0031] According to another aspect of the present Invention, there is provided an optical disk of recording type on 
which data is recordable, including: 

a first Information area for recording first disk Infonnation therein; 

a second infonnation area for recording therein second disk information for identifying each optical disk; and 
50 a user data area for recording information data by irradiating a light beam onto the user data area. 

[0032] According to a further aspect of the present invention, there is provided an optical disk of recording type on 
which data is recordable, 

wherein the optical disk has a sector structure comprising a plurality of sectors, 
55 wherein each of the sectors includes a sector header area and a main data area for recording encrypted data 

therein, 

wherein the sector header area includes a decipher key information area for recording therein at least one deci- 
pher key required for decrypting the encrypted data, and 
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wherein a size of the decipher key information area Is smaller than that of each decipher key. 
[0033] According to a still further aspect of the present Invention, there Is provided an optical disk of recording type 
on which data is recordable, 

wherein the optical disk includes a main data area for recording data therein, 

wherein the main data area Includes a non-encrypted area for recording data in a non-encrypted status, and an 
encrypted area for recording data in an encrypted status, 

wherein the non-encrypted area includes decqsher key conversion data used for conversion of a decipher k^ for 
decrypting data, and 

wherein data in the encrypted area is encrypted using the decipher key which Is converted using the decipher 
key conversion data. 

[0034] According to another aspect of the present Invention, there Is provided an optteal disk recording nnethod for 
recording data on an optteal disk of recording type on which data Is recordable, including the steps of: 

reading out a decipher key status which is recorded on the optical disk, and judging whether or not there Is an 
empty area for a decipher key based on the read-out decipher key status; 

reserving a decipher key area and recording the decipher key in the decipher key area, when judging that there Is 
the empty area for the decipher key; 

setting copyright control Information and a decipher key index In at least one unit of a file unit and an extent unit; 
encrypting data using the decipher key, and recording the encrypted data on the optical disk in at least one unit of 
a file unit and an extent unit; and 

recording on the optical disk, optk;al disk file management infomiation for managing data whteh is recorded on the 
optical disk. 

[0035] According to a further aspect of the present invention, there Is provided an optical disk reproducing nnethod 
for reproducing data from an optbal disk of recording type on which data is recordable. Including the steps of: 

reproducing and acquiring a decipher key index from a data recording area in which data to be reproduced is 
recorded In a file unit or an extent unit; 

reproducing and acquiring a decipher key corresponding to the acquired decipher key index; and 
reproducing data in the file unit or the extent unit which is encrypted using the decipher key. 

[0036] According to a still further aspect of the present invention, there is provided an optical disk deleting method 
for deleting data from an optical disk of recording type on whteh data is recordable, comprising: 

reproducing and acquiring a decipher key index from a recording area In whbh data to be deleted is recorded in a 
file unit or an extent unit; 

updating a dedpher key status, which corresponds to the acquired decipher key index and whteh indteates a 
recorded status of a decipher key, and releasing tiie decipher key; and 

updating file management infomiation for managing data which Is recorded on the optical disk, by deleting a file 
entry conresponding to the data to be deleted from the file management information. 

[0037] According to another aspect of the present invention, there is provided an information processing system 
comprising: 

a data encrypting apparatus for encrypting data using a cipher key; 

an optical disk recording and reproducing apparatus for recording a decipher key required for decrypting data on 
an optical disk of recording type, and reproducing the recorded decipher key; and 

a control apparatus connected to the optical disk recording and reproducing apparatus and the data encrypting 
apparatus, 

wherein tiie optical disk recording and reproducing apparatus comprises: 

first recording and reproducing means for recording a decipher key table on the optical disk, and reproducing the 
decipher key table from the optical disk; 

encrypting and decrypting means for encrypting the decipher key, transmitting the encrypted decipher key, receiv- 
ing the encrypted decipher key from the control apparatus, and decrypting the encrypted decipher key; and 
second recording and reproducing means for recording a decipher key status table for indicating a recorded status 
of ttie decipher key on the optteal disk, and reproducing the decipher key status table from the optk:al disk; 
wherein the data encrypting apparatus comprises: 

encrypting means for encrypting the decipher key, and transmitting the encrypting decipher key to the control appa- 
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ratus; and 

wherein the control apparatus comprises: 

receiving means for receh^ing the encrypted decipher key from the encrypting means of the data encrypting appa- 
ratus; and 

5 allocating means for searching for an empty area for the decipher key based on the reproduced decipher key status 
table, allocating the received and encrypted decipher key into the searched empty area, and transmitting the alio- 
cated and encrypted decipher key to the optical disk recording and reproducing apparatus, and 
wherein the encrypting and decrypting means of the optical disk recording and reproducing apparatus receives the 
allocated and encrypted decipher key from the allocating means of the control apparatus, and decrypts the 

70 received encrypted decipher key. 

[0038] According to a further aspect of the present invention, there is provided an optical disk of read-only type for 
reproducing recorded data, including: 

75 a data reproducing area for recording data therein; and 

a read-only disk identification information area for recording therein disk identification infbnfnatlon for identifying the 
optical disk, 

wherein the data reproducing area includes an area in which data Is recorded whk:h is encrypted using Information 
Including the disk identification information for Identifying the optteal dislji as a key. 

20 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0039] These and other objects and features of the present invention will become clear from the following descrip- 
tion taken in conjunction with the prefered embodiments thereof with reference to the accompanying drawings through- 
25 out which like parts are designated by like reference numerals, and in which: 

Fig. 1 is a plan view illustrating a data recording area of the optical disk of recording type 100 of a first preferred 
embodiment according to the present invention; 

Fig. 2A shows a block diagram and a cross section view illustrating an apparatus oonflgurHtlon for forming the BCA 
30 1 06 of the optical disk 1 00 shown In Fig. 1 ; 

Fig. 28 shows a cross section view of tiie optical disk 100 after fomiation of the BCA 106 of the optical disk 100 
shown in Rg. 1 and a graph showing a strength of a reflected light in the horizontal direction; 
Rg. 3 is a diagram showing a recording fbmnat of tiie BCA 1 06 shown in Rg. 1 ; 

Fig. 4 shows a view for illustrating a sector structure of sector data 401 within a user data area 1 02 shown in Rg. 1 ; 

35 Rg. 5 shows a view illustrating a configuration of a key management information area 1 07 shown in Fig. 1 ; 

Rg. 6A is a block diagram showing a recording method for recording a descramble key and AV data in the sector 
data 401 shown in Rg. 1 according to a modified preferred embodiment of the first prefen^d embodiment; 
Rg. 6B is a block diagram showing a recording metiiod for recording a key index to the descramble key and tiie AV 
data into the sector data 401 shown in Rg. 1 , according to the first prefen^d embodiment; 

40 Fig. 7 is a block diagram showing a configuration of an optical disk recording and reproducing apparatus of a sec- 
ond preferred embodiment according to the present invention; 

Rg. 8 Is a flowchart showing a recording process of AV data earned out by a control CPU 710 of the optical disk 
recording and reproducing apparatus shown in Rg. 7; 

Fig. 9 is a flowchart showing an allocating process of a key management information area carried out by the control 
45 CPU 710 of the optical disk recording and reproducing apparatus shown in Rg. 7; 

Rg. 1 0 is a flowchart showing a recording process of a descramble key carried out by the control CPU 71 0 of the 
optical disk recording and reproducing apparatus shown in Rg. 7; 

Rg. 1 1 is a flowchart showing a reproducing process of AV data canied out by the control CPU 710 of ttie optteal 
disk recording and reproducing apparatus shown in Rg. 7; 
so Rg. 12 is a flowchart showing an acquiring process of a descramble key carried out by the control CPU 710 of tiie 
optical disk recording and reproducing apparatus shown in Rg. 7; ^ 

Rg. 1 3 is a block diagram showing a method for determining whether or not a descramble key is regular based on 
an encrypted descramble key according to a modified preferred embodiment of the first preferred embodiment; 
Fig. 14 is a view showing a configuration of ttie descramble area management table according to a modified pre- 
ss ferred embodiment of the first preferred embodiment; 

Rg. ISA is a diagram showing whether or not copying or reproducing of contents is possible within the same region 
or in different regions in tt\e case that a region identifier is recorded when a content is recorded in the first preferred 
embodiment; 
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Rg. 1 5B is a diagram showing whether or not copying or reproducing of the content is possible in the same region 
or in different regions In the case that a region identifier is previously recorded when an optical disk Is shipped in 
the first prefen^d embodiment; 

Fig. 1 6 Is a plan view showing a data recording area of an optical disk 11 01 of a third prefenred embodiment accord- 
ing to the present Invention; 

Fig. 17 is a waveform diagram showing signal wavefonns of a reproduced signal 1201 and a reproduced binarized 
signal 1207 in a BCA reproducing circuit 1401 according to the third prefen^d embodiment; 
Rg. 18 is a block diagram showing a configuration of the BCA reproducing circuit 1401 according to the third pre- 
ferred embodiment; 

Rg. 19 is a block diagram showing a configuration of an optical disk recording and reproducing system according 
to the third preferred embodiment; 

Rg. 20 is a block diagram showing a configuration of an optical disk recording and reproducing system of the fourth 
preferred embodiment according to the present Invention; 

Rg. 21 is a plan view showing a data recording area of an optical disk 1601 of a fifth preferred embodiment accord- 
ing to the present invention; 

Rg. 22 is a block diagram showing a configuration of an optbal disk recording and reproducing system according 
to the fifth prefen'ed embodiment; 

Rg. 23 is a table showing a configuration of an ID adding table according to the fifth preferred embodiment; 

Rg. 24 is a plan view showing a data recording area of an optical disk 1101a according to a modified preferred 

embodiment of the third prefenred embodiment; 

Rg. 25 is a plan view showing a data reconding area of an optical disk 1601a according to a modified preferred 
embodiment of the fifth preferred embodiment; 

Fig. 26 is a block diagram showing a configuration of a user data area on the optical disk, and a configuration of an 
optical disk reproducing apparatus for decrypting an encrypted content from data in a user data area, according to 
a sixth prefen«d embodiment of the present invention; 

Fig. 27 is a block diagram showing an arrangement of copyright control Infonnation and decipher key into a user 
data area, and an arrangement of an encrypted content into a main data area, in the optical disk according to the 
sixth prefen-ed embodiment; 

Fig. 28 is a block diagram showing an arrangement of the case where a unit for error connection is applied for a plu- 
rality of sectors in the optical disk according to the sixth prefened embodiment; 

Fig. 29 is a block diagram showing a configuration of a lead-in area 2401 and a user data area 2402 within an opti- 
cal disk of a seventh prefened embodiment according to the present invention, and a configuration of an optical 
disk reproducing apparatus for decrypting an encrypted content from data stored in the lead-in area 2401 and the 
user data area 2402; 

Fig. 30A is a block diagram showing a data configuration in the case of Indicating an unrecorded status by an Initial 
value of a decipher key in the main data area of the lead-in area within the optical disk according to the seventh 
preferred embodiment; 

Rg. SOB is a block diagram showing a data configuration in the case of indicating a recorded status by a decipher 
key status table in the main data area of the lead-in area within the optical disk according to the seventh preferred 
embodiment; 

Fig. 31 is a block diagram showing an arrangement of a decipher key in the optical disk according to the seventh 
preferred embodiment; 

Fig. 32 is a block diagram showing a data configuration for managing data of an optical disk by a file management 
system of an eightii preferred embodiment according to the present invention; 

Rg. 33 is a flowchart showing a recording process of content required for copyright protection, which Is carried out 
by the file management system according to the eighth prefen'ed embodiment; 

Rg. 34 is a flowchart showing a reproducing process of content, which is caried out by the tile management sys- 
tem according to the eighth preferred embodiment; 

Rg. 35 is a flowchart showing a deleting process of content, which is carried out by the file management system 
according to the eighth preferred embodiment; 

Fig. 36 Is a block diagram showing a configuration of an optical disk system of a ninth prefen-ed embodiment 
according to the present invention; [ 

Fig. 37 is a block diagram showing a configuration of a user data area within an optteal disk of a tenth preferred 
embodiment according to the present Invention, a configuration of an optical disk recording apparatus for encrypt- 
ing and recording a content into the user data area, and a configuration of an optical disk reproducing apparatus 
for decrypting an encrypted content from data stored In the user data area; 

Rg. 38 is a block diagram showing a configuration of a user data area witiiin an optical disk of an eleventh preferred 
embodiment according to the present Invention, a configuration of an optical disk recording apparatus for encrypt- 
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ing and recording a content into the user data area, and a configuration of an optical disk reproducing apparatus 
for decrypting an encrypted content from data of the user data area; and 

Rg. 39 is a biodc diagram showing a configuration of a user data area of a DVD-ROM, and a configuration of an 
optical disk reproducing apparatus for decrypting an encrypted content from data of the user data area according 
5 to a prior art 

DESCRiPTiON OF PREFERRED EI^BODIMENTS OF THE INVENTION 

[0040] Prefemed emt)od!ments according to the present invention will be described below with reference to the 
TO attached drawings. 

FIRST PREFERRED EMBODIMENT 

[0041] Rg. 1 shows a plan view illustrating a data recording area of an optical disk 100 of recording type of the first 
IS pretended embodiment according to the present invention. This optical disk 1 00 of recording type is a recording medium 
which is capable of recording digital data, and includes a write-once type non-rewritable optical disk and a rewritable 
optical disk. 

[0042] Refen-ing to Fig. 1 , 1 01 denotes a lead-in area for recording therein management information for the optteal 
disk 1 00, and 102 denotes a user data area for recording therein digital data whk:h needs copyright protection, such as 

20 (a) AV data content including at least one of image data (including still picture images and animated picture images) 
such as movies or the like, and speech sound data such as music or the like; and (b) computer software. 103 denotes 
a lead-out area for recording therein defect management information or the like. The lead-in area 101 is constituted by 
a read-only area 104 in which data is recorded in a fomn of pre-pits, and a recording and reproducing area 105 which 
is a rewritable area with guide grooves. In this case, in the read-only area 1 04, a control area or the like which describes 

25 physical characteristics of the optical disk 1 00 is recorded in a form of pre-pits by the manufacturer, in the lead-out area 
1 03 and rewritable area 1 05, data for writing test performed by an optical disk recording apparatus, management infor- 
mation for managing defects on the optical disk 1 00 are recorded by an optical disk recording apparatus, in addition, on 
the inner peripheral side of the read-only area 104 in tite lead-in area 101, a BOA 106 formed as disk individual Infor- 
mation is once written on the optical disk 1 00 by the following well known method, after completion of the optical disk 

30 1 00 on which content has been recorded. 

[0043] • Rg. 2A shows a block diagram and a cross sectional view illustrating an apparatus configuration when fomn- 
ing the BOA 1 06 of the optical disk 1 00 shown In Fig. 1 , and Rg. 2B shows a cross sectional view of the opttoal disk 1 00 
and a graph showing an intensity of reflected light In the horizontal direction after formation of BOA 106 of the optk^al 
disk 100 shown In Rg. 1 . 

35 [0044] Referlng to Rgs. 2A and 2B, an example of the optical disk 1 00 of double-side recording type is shown, and 
the optical disk 1 00 is constituted so that a recording layer 202, a reflecting layer 203, a bonding layer 204, a reflecting 
layer 205 and a recording layer 206 are inserted between two substrates 201 and 207. 

[0045] When the BOA is recorded on the optical disk 100, as shown in Rg. 2A. data after phase encoding modula- 
tion in a stripe form is recorded so as to overiap on pits by irradiating a laser beam in a form of pluses from a high power 

40 laser light source 21 1 onto, for example, the reflecting layer 205 of the optical disk 100 through a focusing lens 212 to 
eliminate or remove a part of the reflecting layer 205. Upon reproducing the signals, as shown in Rg. 2B, the signals, 
resulting from a lowered amount of reflecting light from the portions where the reflecting layer 205 is eliminated or 
removed, are intemnlttently reproduced. The BCA data is reproduced through the phase encoding demodulation after 
the reproduced signals are blnarized. The BCA formed by such a recording system can record a disk identifier which is 

45 specific information for each optical disk 100, and further, tine BCA has such a feature that It is Impossible to falsify 
recorded dalcf. 

[0046] Rg. 3 shows a view of a recording fonnat of the BCA 106 shown In Rg. 1. As shown In Rg. 3, in the BCA 
106, a synchronization code 301, an error detection code 302, an error correction code 303 and the like are recorded 
to improve the reading-out factor of the BCA data 304. By connecting the plurality of BCA data 304, a disk identification 
so information 305 is constituted. In the disk identification information 305, tiiere are recorded types of data that are 
recordable Into the user data area and the types of data which are reproducible from the user data area. It is innpossible 
for tiie data of BCA 106 to falsify, and therefore, this can limit to a certain degree of disk usage, by the user, by means 
of the disk identification information recorded when tiie optical disk 100 Is manufactured. 

[0047] Rg. 4 shows a sector structure of sector data 401 within the user data area 1 02 shown in Rg. 1 . Referring 
55 to Rg. 4, the user data area 1 02 shown in Rg. 1 has a sector structure which is accessible by a unit of a certain amount, 
and the sector data 401 is constituted by a header 402, main data 403 and an error detection code 404. 
[0048] The main data 403 is an area in which AV data, computer data and the like are recorded. In the header 402, 
a data ID (data identifier) 405, an ID error detection code 406, scramble control information 407, key Information 408 or 
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the like are recorded. In the data ID 405. a logical address for identifying sectors or the like is recorded, and the ID error 
detection code 406 is provided for detecting errors in the data IDs. The scramble control infonnation 407 is a flag for 
showing whether or not the main data has been scrambled, and in the key Information 408, there is recorded Informa- 
tion about a key for descrambiing the main data. As the information about the key, the descramble key Itself fin the nnod- 

5 Ified preferred embodiment of the modified prefemed embodiment of the first preferred embodiment) or a key Index (In 
the first preferred embodiment), which is a pointer to the descramble key recorded onto another area of the optical disk 
1 00, are recorded. An example of Rg. 4 shows the case where a key Index is recorded for ref ening to the descramble 
key recorded in the key management infomnation area 1 07 shown in Fig. 1 whteh is another area of the optical disk 1 00. 
[0049] Rg. 5 shows a configuration of the key management infonnation area 1 07 shown In Rg. 1 . Referring to Rg. 

10 5, the key management information area 107 is constituted by a key information area 501 , a content information area 
502 and a key index list area 503. 

[0050] In the key infomnatton area 501 , the number of recorded key areas 504 is recorded, and the key infonnation 
area 501 includes (a) a descramble key area 505 whteh Is an area for recording the descramble key to descramble the 
scrambled AV data or the like, and (b) a key status area 506 for recording therein a recording status flndicating unused. 

15 area reservation, recorded or the like) of the descramble key recorded in the descramble key area 505. In the descram- 
ble key area 505. a plurality of descramble keys are recorded, and a key index for representing the stored position in 
the descramble key area 505 is recorded in the key index list area 503. The above-mentioned plurality of descramble 
keys are possible to be referred to by this key index. In the key status area 506, the status infonnation for representing 
the recording status of the descramble keys is stored at a position whfch is possible to be referred to by the key index. 

20 [0051] In the content information area 502, the contents recorded on the optical disk 1 00 are registered when cop- 
yright protection is necessary, and the information with respect to keys used for that content is registered. In the content 
infonnation area 502, the number of contents 507 registered in the key index list area 503 and content Information 508 
for the content number are recorded. In addition, In the content infonnation 508. there are recorded a content ID for 
identifying the content, the number of descramble keys used for the content, and the pointer to the key index list 509 

25 which records the used keys. The key index list area 503 is an area for recording indexes to refer to the keys used for 
' the content In a form of in content unit. In the key index list area 503, a key index for referring to the entire recording 
area of the descramble keys used for the content is recorded. 

[0052] The optical disk of recording type 1 00 constituted In this way makes it possible to control the recording oper- 
ation and the reproducing operation in accordance with the protection level or the usage level of the copyright held by 

30 the contents, by recording infonnation for representing conditions or status for disk usage on the disk identification infor- 
mation whteh is difficult to rewrite such as a region identifier, a data category identifier and a disk identifier upon man- 
ufacturing, and by detecting such infonnation by an optical disk and reproducing apparatus. Since data is recorded so 
as to make it difficult to rewrite so that a user can not change data, even in the case that the copyright protected content 
is copied to another optical disk, the disk identification information cannot be copied while it remains possible to copy 

35 the user data area. Accordingly, by recording the data scrambled using the disk identification information on the optical 
disk, It can be prevented from reproducing con-ectly since there exists a user data area which cannot be descrambled 
in the optical disk having different disk identification information. 

[0053] Rg. 15A shows a diagram showing whether or not copying or reproducing the content is possible in the 
same region as well as In a different region in the case that a region Identifier is recorded when the content is recorded 
40 in the first preferred embodiment, and Rg. 1 5B shows a diagram indicating whether or not the copying or the reproduc- 
tion of the content is possible In the same region as well as a different region in the case that a region Identifier is 
recorded In advance when the optical disk is shipped in the first prefen'ed embodiment 

[0054] For example, as shown in Rg. 15A, in the case that a region identification code is not recorded when the 
optical disk is shipped, and tiie region identifier, for representing the region where the contents are available when the 

45 contents are recorded, is recorded in a recording and reproducing area, the usage can be prevented in another region. 
However, the contents are recordable in a disk (for a region RC2 shown in Rg. 15A) to be used in anotiier region, and 
it is possible to reproduce the content conrectly. A recording medium, in whteh a digital copying of the content Is possi- 
ble, is provided with a tax Imposing system to protect the benefit of copyright holders which collects an added charge 
when the optical disk is sold. However, the added charge differs according to country and in the case that the recording 

so medium to be used in another country is utilized unjustiy the possibility remains that tiie copyright holdere will not be 
able to share in the appropriate profit. 

[0055] As shown in Rg. 15B, by recording in advance at the time of shipping in such way that the region identifier 
cannot be falsified, copying or reproduction of the content to an optical disk to be used in another region can be pre- 
vented. In a manner similar to that of above, in the case that a data category identifier is recorded as disk identifteation 
55 information, copying or reproduction of the content to the disk on whteh the data is recordable and reproducible can be 
limited by comparison between category identifiers which the record data have. In the case that an inherent disk iden- 
tifier for each optical disk is recorded as disk identification Information, the recorded data can be made available only 
by tiie optical disk by encrypting the recorded data with the disk Identifier. 
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[0056] In the present preferred embodiment, the data scrambled by the disk Identification information may be AV 
data or computer data which needs copyright protection or may be descramble keys for descrambling scrambled AV 
data or computer data 

[0057] Rg. 13 shows a block diagram showing a method forjudging whether or not a descramble key is a regular 
5 descramble key based on the encrypted descramble key according to the modified preferred embodiment of the modi- 
fied prefen^ed embodiment of the first preferred embodiment. As shown In Rg. 1 3. the data obtained by adding an error 
detection code for detecting errors In the descramble key to the descramble key may be scrambled using disk Identifi- 
cation information to cateulate an encrypted descramble key, whfch may be recorded on tiie optteal disk. In the optteai 
disk reproducing apparatus, the encrypted descramble key is decrypted Into a descramble key, and an en-or detection 
10 code so that it is judged whether or not tiie decrypted descramble key is a regular descramble key by detecting errors 
based on the parity check In the decrypted enror detection code. For example, In the case of descrambling using differ- 
ent disk identification information, an enx>r descramble key is produced so that an in^egular copy can be detected by 
checking the error detection code for determining that it is not any regular descramble key. 

[0058] As anotiier method for recording disk identification infonnation. by preparing stampers formed with a plural- 
15 ity of types of disk identification information in a form of pre-pits and by fomning an optteal disk from each of the 
stampers, different usage limitation may be given to respective optical disks formed from different stampers. In addition, 
by scrambling the disk identification infomnation using a secret key and by recording the scrambled disk identification 
infonnation on tiie optical disk, the protective level of the copyright described in the disk identification information is kept 
unknown to the users, and as a result, the copyright protection is further enforced. 
20 [0059] The case where tiie descramble key itself is recorded as the Information about the key described in Rg. 4 
(in the modified preferred embodiment of the first preferred embodiment) and tiie case where the key index, which is a 
pointer to the descramble key recorded in another area of the disk, is recorded (in the first preferred embodiment) will 
be described with reference to Rgs. 6A and 6B. Rg. 6 A shows a block diagram showing a recording method for record- 
ing a descramble key and AV data in the sector data 401 shown in Rg. 1 according to the modified prefen-ed embodi- 
es ment of the first preferred embodiment, and Rg. SB shows a block diagram showing a recording method for recording 
a key index and AV data to a descramble key in the sector data 401 shown in Rg. 1 according to the first prefemed 
embodiment, 

[0060] In the case of Rg. 6A, in the same sector data 401 , the main data 403 and the descramble key which is key 
information 408a required for descrambiing of the main data 403 are recorded. Thus, it is necessary to acquire a 
30 descramble key required for descrambling when AV data are recorded. That is to say, the acquisition or the purchase 

of the key itself are indispensable or inevitable when AV data are recorded 

[0081] On the other hand, in the case of Rg. 68, in the same sector data 401 , the main data 403, and the key index 
which is the key information 408 for refening to the descramble key area for recording the necessary infonnatlon for 
descrambling the main data 403 are recorded, and tiie descramble key Is recorded in an area designated by the key 

3S index. When the AV data are recorded, the key ID indicating which key among the keys used in the recorded content 
can descramble Is acquired, and the key Information 408 is acquired whrch is a key index corresponding to the key ID 
from the key index list included in the content infonnation, which Is recorded together with the main data 403. The 
recording of the descramble key is earned out when the descramble key is obtained to be recorded in the descramble 
key area shown by tiie key index con-esponding to the key ID. As a result, AV data and the descramble key con'espond- 

40 ing to the AV data can be recorded independentiy. That is to say, the recording of AV data and acquisition or purchase 
of the key can be carried out Independentiy so that the acquisition or the purchase of the key Is not necessarily required 
when the AV data are recorded. It becomes possible for the user to utilize a method for recording the content and 
acquiring the key when actually reproducing. 

[0062] Rg. 14 shows a configuration view of a descnamble area management table according to a modified pre- 
45 fened embodiment of the first prefemed embodiment. In the above-mentioned prefenned embodiments, in order to cor- 
relate the encrypted content with the descramble key for descrambiing its cipher the cases in whteh the key index is 
recorded for referring tiie descramble key to the same sector data 401 are described, however, the descramble area 
management table shown in Rg. 1 4, which manages the con-esponding relationships between the address range of the 
sectors in which the encrypted content is recorded and the descnamble key, may be used. This descramble area man- 
so agement table represents the address range of the sector In which the encrypted content Is recorded with the starting 
address and tiie completion address, and when the data of the sector is reproduced, the descramble key is referred to 
and then the encrypted content is descrambied. [ 

[0063] In order to acquire the recorded content and the descramble key used for the recorded content, the contents 
ID tiiat makes the content identifiable is utilized. As shown in Rg. 5, In tiie content infonnation recorded in the content 
55 management list wittiin the content information area 502 recorded on the optical disk, the content ID and the list of the 
descramble key used for the content are recorded. By having a list configuration where a plurality of descramble keys 
can be used for one piece of content, such services are made avaiiabie that a part of the content or a part of the soft- 
ware can be sold. 
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[0064] In the modified preferred embodiment mentioned above in reference to Rg. 13, when the data where the 
descramble key to which the error detection code is added such as a check sum or a cyclic redundancy check code is 
scrambled in the disk identification information is copied unjustly onto another disk, it can be detected as an error by 
descrambllng with different disk identifbation informatton. in such a case, it is also possible to acquire a descramble key 
5 that is scrambled by disk identification infomnation recorded on the optical disk, and to form a disk which can reproduced 
con'ectly by replacing that descramble key with the acquired descramble key. 

[0065] The key management information area 1 07 shown in Rg. 1 is recorded in a lead-in area 1 01 which is rewri- 
table. Generally, the user data area 1 02 comprises a user area which is accessible f rem a drive apparatus of a personal 
computer, and a spare area for the defect sector on an optteal disk, and for the conventional READ command and 
10 WRITE command, only the user area can be accessible as a logical continuous area. By placing the key management 
infonDation in the lead-in area 1 01 , direct access from the drive apparatus of the personal computer or the like can be 
prevented so that it can be made impossible to acquire a key for descrambling the scrambled AV data or the like from 
the personal computer. 

IS SECOND PREFERRED EMBODIMEISIT 

[0066] Rg. 7 shows a block diagram illustrating a configuration of an optical disk recording and reprodudng appa- 
ratus of the second preferred embodiment according to the present invention. This optk»l disk recording and reproduc- 
ing apparatus is provided for recording contents of AV data such as image data or music data which require copyright 

20 protection for the optical disk 1 00 according to the first preferred embodiment. 

[0067] Refening to Fig. 7, 701 denotes an optical disk of the first prefenred embodiment, 702 denotes an optk^al 
head which is an optical ptekup constituted by a semiconductor laser and optical elements, and 703 denotes a record- 
ing and reproducing control circuit for controlling the operation of the semiconductor laser and for binarizing the repro- 
duced signals. 704 denotes a modulating and demodulating circuit for digitally modulating digital data to be recorded 

25 and digitally demodulating Uie binarized reproducing signals, and 705 denotes an error detecting and correcting circuit 
for error detection and conrection processing of errora caused by scratches, dust or the like on the optical disk 701 and 
for perfomriing error correction code generation processing required for the error detection and corection processing. 
706 denotes a buffer memory of a RAM used for a working memory and a data buffer memory of the error detecting 
and correcting circuit 705, 707 denotes a descramble circuit for descrambling scrambled recorded AV data, and 708 

30 denotes an MPEG decoding circuit for expanding compressed recorded dynamic image data or the like. 709 denotes 
an output circuit for D/A converting expanded image data to generate and ouqsut video signals and audio signals, 71 0 
denotes a control CPU for controlling the entire operation of the optical disk recording and reproducing apparatus, and 

71 1 denotes a communication circuit for acquiring a descramble key for descrambling the cipher placed In the contents. 

712 denotes a data receiving circuit for receiving digital data of ti^e encrypted content such as image data and music 
35 data from a communtoation terminal apparatus such as a set-top box. 

[0088] A data recording operation of ttie optical disk recording and reproducing apparatus of Rg. 7 constituted as 
described above will be described. The digital data of the encrypted contents such as image data or music data trans- 
mitted fomn the communication temainal apparatus such as a set-top box or an MPEG encoder are temporarily stored 
in the buffer memory 706 after being received by the data receiving circuit 712. The en-or detecting and con-ecting circuit 

40 705 generates en'or detection and correction code required for the error detection and correction process caused by 
scratches or dust on the optical disk 701 in the digital data of the stored contents to reconfigure tiie record data. For the 
error detection and correction code, a code such as a well known Reed-Solomon code is used. In this case, the recon- 
stituted record data includes digital data of content and en^or detection and conrection code. The modulating and 
demodulating circuit 704 uses a modulation system such as an 8/16 modulation system upon recording, and digitally 

45 modulates tiie record data. Also, tiie recording and reproducing control circuit 703 modulates the intensity of the power 
of the laser beam outputted from the optical head 702 according to the record data modulated digitally so tiiat the laser 
is irradiated onto the optical disk 701 to record the record data onto the optical disk 701 . 

[0069] Rg. 8 shows a flowchart indicating an AV data recording process carried out by the control CPU 710 of the 
optical disk recording and reproducing apparatus shown in Rg. 7. 

so [0070] Refening to Rg. 8, first of all, in step S801 , the disk identification infomnation of the lead-in area 1 01 is repro- 
duced prior to recording of tiie AV data from the optical disk 701 , then in step S802 it is detemnined whettier or not the 
digital data of the contents to be recorded at tiie present are recordable from the type or class of data recordable In the 
user data area 102 which are recorded in the disk identifteation information. In the case of YES in step S802, the pro- 
gram flow proceeds to step S603, while In the case of NO, the recording operation is stopped In the step S810, and 

55 then, tiie recording process of the AV data Is completed. 

[0071] In step S803, the data of the sector where the key management infomnation is recorded in the lead-in area 
1 01 is reproduced, and in step S804 it is determined whether or not an area is allocated for the key information required 
for recording the contents in the reproduced key management information. In the case of NO In step S804, after allo- 
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eating an area for recording the key information in the key management information area 107, the program flow pro- 
ceeds to step S806. On the other hand, in the case of YES in step S804 the program flow directly proceeds to step 
S806. 

[0072] In the case that the content is recorded, the control CPU 71 0 of the optical disk recording and reproducing 

5 apparatus receives the record data of the encrypted content, and information with respect to the descramble key for 
descrambllng the cipher via the data receiving circuit 712, from the communication temninal apparatus. In this case, the 
information with respect to the key is the key itself used for the contents or a key ID for indicating to which key It corre- 
sponds among the keys used in the entire contents. In the case that the key ID is received, in step S806, the received 
key ID is converted into a key index which is a pointer for indicating an area where a descramble key corresponding to 

10 the key ID is recorded, and the converted descramble key is placed in a header area of the sector where the data of the 
contents to be decrypted with the descramble key is recorded. Then, in step S807, the control CPU 710 canies out the 
following record data processing kiy controlling the recording and reproducing control circuit 703, the modulating and 
demodulating circuit 704 and the error detecting and comecting circuit 705. In this processing, the codes tor the error 
detection and con'ection is added to the sector data which is desired to be recorded, and then, the sector data with 

15 those codes added are digitally modulated by using a modulation system such as a well known 8/1 6 modulation system 
so that the optical head 702 is controlled to locate at a predetemriined recording position, and the intensity of the laser 
beam Is modulated according to the record data digitally modulated. By doing this, the record data is recorded on the 
optical disk 701. and In addition, in step S808 it is determined whether or not the recording of the contents has been 
completed, and in the case of NO, the program flow goes back to step S806 to repeat the above-mentioned processing. 

20 In the case of YES in step S808, the updated key management Infomnation is recorded in the key management infor- 
mation area 107 on the optical disk 701 in step S809, and then, the recording process of the AV data is completed. 
[0073] Rg. 9 shows a flowchart showing an allocating process of the key management infonnation area carried out 
by the control CPU 710 of the optical disk recording and reproducing apparatus shown In Fig. 7. This process is pro- 
vided for allocating areas for recording a descramble key prior to recording data of content 

25. [0074] Refen-ing to Fig. 9, in step S901 , for example the infonnation with respect to the key of the content recorded 
from an electronte program guide or the like (including the number of used descramble keys) is acquired, and then. In 
step S902, the key management infonnation within the key management information area 107 recorded in the optteal 
disk 701 is reproduced. Then In step S903, empty areas of the descramble key area 605 are searched from the key 
status area 506 so as to determine whether or not the descramble key used in the content to be recorded can be 

30 recorded. In the case of NO in step S903, the recording operation is stopped in step S907, and then, the allocating proc- 
ess is completed. On the other hand, in the case of YES In step S903, the contents to be recorded are registered in the 
content list within the content information area 502 so that recording areas are allocated by setting area reservation 
flags in corresponding key status areas In order to reserve an area required for the recording of descramble key In the 
descramble key area 505 in step S905. In addition, in step S906, a key index indicating allocated areas for recording 

35 descramble keys are formed as a key list, and then, after a pointer set as the content Infonnation is allocated, the allo- 
cation process Is completed. 

[0075] Fig. 1 0 shows a flowchart showing a recording process of the descramble key can-led out by the control CPU 
710 of the optical disk recording and reproducing apparatus shown in Rg. 7. This recording process is provided for 
recording a descramble key acquired from a key management center in the optical disk 701 . 

40 [0076] Referring to Fig. 1 0. first of all, in step SI 001 , after the disk identifteation infonnation of the lead-in area 1 01 
on the optical disk 701 Is reproduced, the disk identification information and the key ID for identifying keys required for 
descrambling for the desired content are transmitted to the key management center via the communication circuit 71 1 
in order to acquire a descramble key from the key management center In step S1002. In the key management center, 
a descramble key required for descrambling of the content from the given key ID are selected so that the descramble 

45 key are encrypted using the information, such as the transmitted disk identification information, and then returned, 
[0077] After the descramble key corresponding to the key ID is acquired via the communication circuit 71 1 from the 
key management center In step SI 003, the data of the key management information area 1 07 is reproduced so that the 
key index for indteating an area for recording the descramble key Is acquired from the key Index list Indicated by key ID 
among the data within the reproduced key management information area 107 in step SI 004. Then in step SI 005, the 

so descramble key acquired above Is allocated in the descramble key area indicated by the key Index, and an acquired flag 
for Indicating a key acquired In the corresponding key status area 506 is set In addition, In step SI 006, whetiier or not 
the acquisition of all the keys are completed Is detemnined, and tiien, in the case of NO the above-mentioned process 
is repeated by returning to step SI 003. On the other hand, in tiie case of YES in step SI 006, tiie updated key manage- 
ment infonnation Is recorded in the key management Infonnation area 107 in step SI 007. and then, the descramble key 

55 recording process is completed. 

[0078] Next, the data reproducing operation of the optical disk recording and reproducing apparatus of the present 
embodiment will be described in reference to Rg. 7. The digital data recorded on the optical disk 701 is reproduced as 
follows. A laser beam from the semiconductor laser from the optical head 702 is InBdiated onto the optical disk 701 so 
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that, at that time, the reflected light which is reflected on the optical disk 701 is entered into the recording and reproduc- 
ing control circuit 703 via the optical head 702. The recording and reproducing control circuit 703 generates and outputs 
a generated reproduced binarized signal to the modulating and demodulating circuit 704 by canying out amplification 
and by a binarizing process after photoelectrically converting the entered reflected light The modulating and demodu- 

5 lating circuit 704 digitally demodulates the digitally modulated signal into a digital signal by using a modulating system 
such as a well known 8/1 6 modulating system upon recording, and then, outputs the resulting digital signal to the ent)r 
detecting and correcting circuit 705. Then the error detecting and correcting circuit 705 uses the buffer memory 706 as 
a working memory to carry out detecting and con-ecting processes of the errors caused by scratches or dust on the opti- 
cal disk 701 . This error detecting and connecting process Is carried out by decoding, for example, well known Reed- 

70 Solomon code. 

[0079] The reproduced data which are processed for error detection and con-ection is outputted to the descramble 
circuit 707 for carrying out the descramble process. The descramble circuit 707 uses the descramble key of the key 
management infomiation area 107 reproduced prior to the data reproduction in advance, and performs a descramble 
process for the reproduced data, which is then outputted to the MPEG decoding circuit 708. Then the MPEG decoding 
IS circuit 708 expands the compressed dynamic image data and music data, and then, the expanded data is outputted to 
the output circuit 709. In addition, the output circuit 709 D/A converts the inputted expanded data into video and audio 
signals, and outputs the resulting video and audio signals to upper-level apparatuses such as a television set, an audio 
device or the like. 

[0080] Rg. 1 1 shows a flowchart showing a reproduction process of AV dafa canied out by the control CPU 71 0 of 

20 the optical disk recording and reproducing apparatus shown In Rg. 7. 

[0081] Refening to Rg. 1 1 , flrst of ail, in step S1 1 01 , prior to recording of the AV data from the optical disk 701 , the 
disk identification Infomiation within the lead-in area 101 Is reproduced, and in step S1 102, it is detennlned whether or 
not the content desired to be reproduced at present is reproducible from the types of reproducible data recorded In the 
disk identification information. In the case of NO in step S1 102, the reproducing operation Is stopped in step S1 1 12, 

25 and then, the reproducing process of the AV data is completed. On the other hand, in the case of YES in step S1 102. 
the data In the sector where the key management infonnation is recorded within the key management Information area 
107 of the lead-in area 101 are reproduced, and it is detemnined whether or not the key information required for the 
reproduction of the content has been recorded in the key management Infomiation reproduced in step S1 104. In the 
case of YES in step S1 104, the program flow proceeds to step S1106 directly. On the other hand, in the case of NO in 

30 step S1 1 04, in step S1 1 05, a descramble key is acquired via the communication circuit 71 1 from the key management 
center which manages the keys, and is recorded in the key management infbmnation area 107 on the optical disk 701 , 
then, the program flow proceeds to step S1 1 06. 

[0082] Then in step S1 1 06, the control CPU 71 0 makes the opttoal head 702 move to the user data area of the opti- 
cal disk 701, and controls the recording and reproducing control circuit 703, the modulating and demodulating circuit 

35 704 and the error detecting and connecting circuit 705 so that the AV data are reproduced. Then in step S1 107, the 
descramble key required for the descrambling of the sector data is acquired from the descramble key area 505 indicated 
by the key index Included in the header of the reproduced sector, and then. In step S1 108, the scrambled infomiation 
for the descramble key is decoded by descrambling by means of the disk identifbation information. In addition, in step 
S1 1 08, by checking the en-or detection code added to the descramble key. It is detennlned whether or not the descram- 

40 ble key has an en-or. In the case of YES in step S1 1 08, the contents are judged as obtained irregularly (or the contents 
are copied in-egularly), the reproducing operation Is stopped In tiie step S1 1 12, and then, the reproducing process of 
the AV data is completed. 

[0083] On tiie other hand, In the case of NO In step S1 1 08, tiie data of the content is descrambled by the descram- 
ble key in S1 1 09, and the descrambled AV data is outputted to the M PEG decoding circuit 708 In step S1 1 1 0. Then the 

45 control CPU 710 MPEG-expands the descrambled AV data through a predetemiined MPEG system by controlling the 
MPEG decoding circuit 708 and the output circuit 709, and tiien, the MPEG-expanded AV data is D/A converted Into 
video signals and audio signals to be outputted to upper-level devices such as a television set, an audio devk:e or the 
like. Then in step S1 1 1 1 , it is detennlned whettier or not the reproduction of the content Is completed, and in the case 
of NO the program flow returns to step S1 106 to repeat the above-mentioned process. 0(i the other hand, in the case 

so of YES in step S1 1 1 1 , the reproducing process of the AV data is completed. 

[0084] In the case that an en-or is detected in step S1 1 09, the content is regarded as obtained irregularly, for exam- 
ple, tiie content is regarded as copied in-egularly, the reproducing operation is stopped. However, the key information 
may be acquired from the key management center which manages the keys via the communication circuit 711 and 
recorded in the key management information area 1 07 on the optical disk 701 by canving out the process of step S1 1 05 

55 in the same way as the case where any key is not recorded. By doing this, even the copied AV data can become repro- 
ducible by obtaining the key in a regular procedure. 

[0085] Rg. 12 shows a flowchart showing an acquiring process of descramble key canied out by the control CPU 
710 of the opttoal disk recorallng and reproducing apparatus shown in Rg. 7. This process is provided for reproducing 
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descramble keys from the reproduced key index, and thts process is canied out prior to the reprodudng process of the 
AV data as shown in Rg. 1 1 . 

[0086] Referring to Fig. 1 2. first of all. in step S1 201 , it is determined whether or not the data in the reproduced sec- 
tor area is scrambled by the scramble control infomnation, and In the case of NO, the program flow proceeds to step 

5 SI 206. On the other hand in the case of YES In step 81201, a key index is acquired by reproducing key information 
recorded in the same sector area as the above-mentioned sector area In step S1202, and then, the descramble key 
indicated by the above-mentioned key index is acquired from the descramble key area 505 in step 81203, and after- 
wards in step 81204, the acquired descramble key is descrambled t>y using the disk Identification information, and it is 
determined whether or not an error exists in the descramble key by checking the error detection code, in the case of 

10 YES in step 81204. the reproducing operation is stopped in step 81205. and the acquiring process of the descrannble 
key Is completed. On the other hand, in the case of NO in step 81 204, the program flow proceeds to step SI 206. When 
the reproduced sector Is not scrambled or when any error is not found to exist as a result of descrambling the descram- 
ble key by the disk identification Information, permission for the reproducing operation is granted in step SI 206, the data 
of the reproduced sector is outputted, and then, the acquired process of the descramble key is completed. 

IS [0087] As described above, in the optical disk and In the optteal disk recording and reproducing apparatus of the 
prefen^ed embodiment according to the present invention, the recording and reproducing operations can be controlled 
by the user by using disk identification infomnation for read-only made at a disk manufacturing stage. In addition, by 
scrambling a part of the data using the above-mentioned disk identification Information, it can be prevented from repro- 
ducing nonmally data on the disk where the user data area is physically copied. Also, by allocating the descramble key 

20 required for the data descrambling In a different area from that for the data, the recording of the content and the record- 
ing of the descramble key can be carried out Independently. Thus, by recording the contents and by acquiring the 
descramble key if necessary, for example, when the data of the content are reproduced, the content can be maintained 
In a reproducible state or status. At this time, by scrambling the descramble key with the disk identification information, 
an in'egular usage through physical copying can be explicitly prevented In the same way as that described above. In 

25 addition to this, a disk copied in-egulariy could become an optical disk whk:h can be reproduced nomnally by formally 
acquiring the descramble key scrambled with the disk identification infomnation of the optical disk from the key manage- 
ment center and by recording the acquired descramble key in the optical disk. 

[0088] Although already encrypted data of the content Inputted to the optk^al disk recording and reproducing appa- 
ratus are described above, by providing a circuit for encrypting the content within the optical disk recording and repro- 
30 ducing apparatus, the same effects can be obtained by encrypting the data of the inputted contents and recording that 
data on the optical disk. 

[0089] Although in the present preferred embodiment, by encrypting only the descramble key whk:h Is required for 
decrypting the encrypted content using the disk identification infomnation, copying between the disks having different 
disk identification Information is prevented, copying can be prevented by encrypting the content itself using the disk 
35 identification information. In addition, by encrypting the disk Identification information using a secret key, it becomes 
possible to make the irregular decrypting of the content recorded on the disk more difficult. 

ADVANTAGEOUS EFFECTS OF FIRST AND SECOND PREFERRED EMBODIMENTS 

40 [0090] An optical disk of the preferred embodiment according to the present invention records the disk identification 
infonnation canving out tiie recording operation and the reproducing operation into the user data area for each optical 
disk in a read-only area which Is not rewritable, and therefore, tiie optical disk thereof can control the recording opera- 
tion and tiie reproducing operation of the contents onto the opfical disk by the user by using the information recorded 
upon manufacturing the optical disk. 

45 [0091] An optical disk of the prefen'ed embodiment according to the present invention can prevent the disk identifi- 
cation infonnation from being copied in order to make the con^ decoding and reproduction of the data impossible 
even in the case where the user data area information is copied by the user onto a different recording-type of optk:al 
disk by recording the encrypted data in the user data area of tiie optbal disk with a key of the disk identification infor- 
mation of read-only which is impossible to be rewritten. 

so [0092] An optical disk of the preferred embodiment according to the present Invention makes it possible to cany out 
independently (a) acquisition of the data which need copyright protection such as movies, musk: and (b) acquisition of 
the descramble key for decrypting the encryption, by recording the encrypted data and the descramble key for decrypt- 
ing the encryption in different sector areas. In addition, by encrypting and recording the descramble key with a key of 
the disk identification Infonmation. even in the case where tiie user data area Infomnation is copied onto another record- 

55 Ing-type optical disk by the user, the disk identification information cannot be copied, and correct decoding and repro- 
duction of the data becomes impossible and by acquiring and recording the encrypted descramble key with a key of the 
disk Identification information on the optical disk where it is copied, correct decoding and reproduction of the data can 
be made possible. 
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T>^1RD PREFERRED EMBODIMENT 

[0093] Next, an encrypted content recording and reproducing method of a third preferred embodiment according to 
the present invention will be described in reference to the drawings. Rg. 1 6 shows a plan view Illustrating a data reoord- 

5 ing area of an optical disk 11 01 of the third prefen^ embodiment according to the present Invention. 

[0094] Refening to Rg. 1 6» 1 1 01 denotes a recording medium which can record digital data, and which is a record- 
ing-type optical disk such as a rewritable or non-rewritable optical disk, 1 1 02 denotes a control user data area in which 
disk information is recorded in a fomn of minute concavo-convex pits, and 11 03 denotes a user c^a area in which the 
user records data by Irradiating a light beam of laser onto the optteal disk. 1104 denotes an BCA In whteh disk ID Is 

10 recorded. In the BCA 1 1 04, a recording film on minute concavo-convex pits in an inner periphery section of the control 
user data area 1102 is trimmed by partially irradiating a laser beam of pulse laser such as a YAG laser or the like onto 
the recording film, so that a plurality of trimming areas 1 105 is fomned in an elongated shape in the radius direction, 
thereby to record a disk ID which is the descrambled Identification Information. 

[0095] Rg. 17 Is a wavefomi diagram showing a signal wavefomi of a reproduced signal 1201 and a reproduced 
IS binarized signal 1207 in a BCA reproducing circuit 1401 according to the third preferred embodiment, and Rg. 18 
shows a block diagram illustrating a configuration of the BCA reproducing circuit 1401 according to the third preferred 
embodiment Rg. 17 shows a reproducing signal 1201 when data of ttie BCA 1104 is reproduced. In Rg. 18, 1301 
denotes an optical pickup, 1 302 denotes a pre-amplifier. 1 303 denotes a low-pass filter (LPF), 1 304 denotes a blnariz- 
ing circuit, and 1305 denotes a demodulation circuit. 
20 [0096] Refening to Rg. 1 8, a laser beam outputted from the optical pickup 1 301 inradiates tiie BCA 1 1 04 of the opti-' 
cal disk 1101, and the refiected light is photoelectrtealty converted by the optical pickup 1 301 , and thereafter, an electric 
signal which has been photoelectricaily converted is amplified by the pre-ampllfier 1302 to obtain a reproduced. signal 
1 201 . In this case, the reproduced signal 1 201 shown in Rg. 1 7 has a level con^sponding to the concavo-convex pits 
of the control user data area 1102, and in this reproduced signal 1201, each of 1202, 1203 and 1204 denotes a trim- 
as mmg portion where signals in a fomi of concavo-convex pits drop out when the recording film is removed by the trim- 
ming process by the pulse laser. This trimming process is can-ied out by the manufacturer of the optical disk. 
[0097] Refening back to Rg. 18 for the description, the reproduced signal 1201 is inputted to the low-pass filter 
1 303, which then removes the modulated signal formed by the concavo-convex pits, and thereafter, outputs a resulting 
signal to the binarizing circuit 1304. The reproduced signal inputted into the binarizing circuit 1 304 is binarized by using 
30 a sitee level 1 206 which is a level significantly lower than the slice level 1 205 instead of ttie nomial slice level 1 205 which 
binarizes a signal of control user data area 1 1 02, to obtain tiie reproduced binarized signal 1207. The reproduced bina- 
rized signal 1207 outputted from tiie binarizing circuit 1304 is demodulated by a demodulation circuit 1305, to obtain 
the disk ID signal 1306. 

[0098] As described above, by adding the disk Identification information for identifying an optical disk, management 
35 Of the optical disk can be easily implemented. Also, by recording tiie BCA 1 104 in a form of concavo<onvex pits, tiie 
infomiation for identifying the optical disks within tiie BCA 1 1 04 can be prevented from being easily falsified. In addition, 
since the control user data area 1 1 02 and the BCA 1 1 04 shown in Rg. 1 6 are adjacent from each other, the data of the 
BCA 1104 can be continuously reproduced when the data of tiie control user data area 1102 are reproduced, or the 
data of the control user data area 1 102 can be continuously reproduced when the data of the BCA 1 104 are repro- 
40 duced, arid therefore, it becomes possible to accelerate the process for obtaining tiie infomiation of the BCA 1 104 for 
identifying optteal disks qubkty by tiie CPU when, for example, the optical disk is started up, and for recording the 
encrypted content 

[0099] Although the BCA 1 1 04 of the preferred embodiment is fonned so as to trim the recording film in a form of 
concavo-convex pits in the inner periphery section of the control user data area 1 102, the recording film, which consti- 

45 tutes an optical disk of recording type which is eitiier a rewritable or non-rewritable optical disk, is easily affected by heat 
as compared witti the refiecting film fonmed on a read-only optical disk. By trimming the inner periphery section of the 
control user data area 1 1 02, the user data area 1 1 03 can be protected from the heat emitted upon trimming as com- 
pared witii the case where the outer periphery section is trimmed. Also, the reason why the BCA 1 1 04 is formed on the 
inner peripheral side of the control user data area 1 1 02 is that a margin should be taken into consideration in the case 

so that tiie diameter of the spot of a laser beam changes due to the instability of a focusing sen/o circuit of tiie laser device. 
[0100] The data recorded In the BCA 1 104 before trimming may be recorded in the control user data area 11 02. 
The data recorded in the BCA 1 104 are also recorded in the control user data area 1102, and this leads to that the 
above data of tiie control user data area 1 1 02 can be protected from the trimming. In addition, when the data recorded 
in the BCA 1 1 04 is recorded continuously and repetitively from the BCA 1 1 04 to the control user data area 1 1 02, the 

55 position of tiie BCA 1 104 can be predicted tiy finding the above data of the control user data area 1 102. 

[0101] Next, the procedure for recording the encrypted content by the disk ID through a networic on an optical disk 
1 101 having the above-mentioned BCA 1 1 04 will be described. In the third to fifth prefered embodiments, a network 
means, for example, tiie Internet, the public telephone line or the other communication lines such as leased lines or cir- 
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cults. Rg. 19 shows a block diagram Illustrating a configuration of an optical dislc recording and reproducing system 
according to the third preferred embodiment, and illustrates an apparatus configuration for recording encrypted con- 
tents on an optical disk of recording type 1101. which Is either a rewritable or non-rewritable optteal disk having the 
above-mentioned BCA 1104. 

5 [0102] Refening to Rg. 1 9, an optteal disk recording and reproducing system Is constituted by comprising an optteal 
disk recording and reproducing apparatus 1410, and an encryption section 1406 connected to each other through a 
network 1405 such as the Internet. The optical disk recording and reproducing apparatus 1410 comprises an optteal 
pickup 1301, a BCA reproducing circuit 1401, the Internet 403, a recording circuit 1411, a data reproducing section 
1 41 2 and an encryption decoder 1413. Also, the encryption section 1 406 comprises an Interface 1 404, a content mem- 

10 ory 1 407. and an encryption encoder 1 408. 

[0103] Rrst of all. a laser beam outputted from the optical ptekup 1301 irradiates, for example, the BCA 1 1 04 of the 
RAM type optical disk 1101. and then, after the reflected light is photoelectrically converted by the optteal pickup 1301, 
a reproduced signal whteh has been photoelectrically converted is inputted to the BCA reproducing circuit 1401. The 
BCA reproducing circuit 1401 reproduces a disk ID signal 1402 within the BCA based on the inputted reproduced sig- 

15 nal, outputs the reproduced disk ID signal 1402 to the encryptton decoder 1413. and also simultaneously output the 
same disk ID signal 1402 to the encryption encoder 1408 of the encryption section 1406 via the interface 1403 and 
1404 as well as the network 1405. The encryption encoder 1 408 encrypts data of content or scrambles data of content 
for image and speech sound, so that the disk ID signal 1402 becomes a decipher key for decrypting the encryption on 
the optical disk 1 101 where the data of the content within the content memory 1407 is recorded. 

20 [0104] In the present preferred embodiment, a process of encrypting the content 1 407 using the disk ID signal 1 402 
as a cipher key means the same as the encrypting process. Also, in the present prefen^d embodiment, encrypting and 
decrypting are considered as a relationship between a lock and a key, so that closing the lock with the key is refen'ed to 
encrypting and opening the lock with the key is refen-ed to decrypting. Accordingly, encrypting and decrypting differ In 
the actual operation from each other, however, the keys for encrypting and for decrypting are the same as each other. 

25 The content 1 407 Is denoted by C, the disk ID signal 1 402 Is denoted by BCAS, the encrypted content 1 409 is denoted 
by qBCAS], and the operation for the encrypting process is denoted by*. Then the following equation can be repre- 
sented: 



C • BCAS = C [BCAS] (1). 

30 

[0105] The content 1 409 encrypted by the encryption section 1 406 is sent to a recording circuit 1 41 1 of the record- 
ing and reproducing apparatus 1 41 0 via the interface 1 403 and 1 404 as well as the network 1 405. The recording circuit 
1 41 1 digitally modulates data of the inputted content in a predetennined manner, and records the data of the content 
onto the optteal disk 1 1 01 by modulating the intensity of the laser beam from the optteal pickup 1301 corresponding to 

35 the digitally modulated data and irradiating the laser beam onto the optical disk 1 1 01 . 

[01 06] Next, when the above content encrypted and recorded on the optical disk 1 1 01 is reproduced, a laser beam 
outputted from the optteal pickup 1301 inadiates the area where the above encrypted content of the user data area 
11 03 is recorded, and after the reflected light is photoelectrically converted by the optteal ptekup 1301, the reproduced 
signal whteh has been photoelectrically converted is inputted to the data reproducing section 141 2. The data reproduc- 

40 ing section 1 412 A/D converts the inputted reproduced signal into digital data, and outputs the digital data to the encryp- 
tion decoder 1 41 3. On the other hand, a laser beam from the optteal ptekup 1 301 is Irradiated onto the BCA 1 1 04 of the 
optical disk 1101. and after the reflected light is photoelectrteally converted by the optteal pickup 1 301 . the reproduced 
signal which has been photoelectrically converted is Inputted to the BCA reproducing circuit 1401. The BCA reproduc- 
ing circuit 1401 A/D converts the inputted reproducing signal to generate ttie disk ID signal 1402. and then, the disk ID 

45 signal 1 402 is outputted to the encryption decoder 1413. 

[0107] The encryption decoder 1413 uses the inputted disk ID signal 1402 as a key for decrypting the data of the 
encrypted content. At this time, when the content is regularly recorded on the optical disk 1 101, the key for decrypting 
the encrypted content recorded on the optical disk 1 1 01 is the disk ID signal 1 402 of the optical disk 1 1 01 , and the disk 
ID signal 1402 outputted from the BCA reproducing circuit 1401 upon reproduction is also the disk ID signal (BCAS) of 

50 the optical disk 1101. Accordingly, tfie content which Is eltfier decrypted or descrambled Is outputted from the encryp- 
tion decoder 1 41 3 as an output signal 1 41 4. When the operation for the decoding process is denoted by #. the following 
equation can be represented: ^ 

C [BCAS] # BCAS = C (2). 

55 

[0108] In this case, when data of the content Is Image data, the Image data such as an MPEG signal is expanded 
to obtain data of an image signal. 

[0109] As described above, the encrypting of the present preferred embodiment has a disk ID as a key. and since 
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only one disk ID exists corresponding to one optteal disk, there is such an advantageous effect that the same encrypted 
content can be recorded only on that optical disk. That is to. say. when the above describe that content 1407 is 
attempted to be copied and reproduced onto another optical disk which has another disk ID of ID2 from a regular optical 
disk which has, for example, a disk ID of ID1 , iD2 is outputted as the disk ID signal 1402 from the BCA reproducing clr- 
5 cult 401 . However, the encrypted content is encrypted with a disk ID signal of ID1 . therefore, the encrypted content can 
not be decoded by the encryption decoder 1413. 

[0110] The encrypting encoder 1408 is not located at a supplying source of the content, and is located on the side 
of the recording and reproducing apparatus in the network, then it may be formed in a form of an IC card or the like on 
which the encrypting encoder Is mounted. Also, since the above-mentioned optical disk 1 101 is encrypted using only 
10 the disk ID, data can be reproduced with an arbitrary optteal disk recording and reproducing apparatus having the BCA 
reproducing circuit 1401 and the encryption decoder 1413. 

FOURTH PREFERRED EMBODIMENT 

15 [0111] Next, an encrypted content recording method of the fourth preferred embodiment according to the present 
invention will be described in reference to the drawings. Fig. 20 is a block diagram illustrating a configuration of an opti- 
cal disk recording and reproducing system of a fourth prefen'ed embodiment according to the present invention, which 
shows an apparatus configuration for recording encrypted content on a recording-type optical disk which is either rewri- 
table or non-rewritable optical disk having a BCA. In the description of the fourth, prefen'ed embodiment, the description 

20 for the elements shared with the third prefen^d embodiment are omitted. 

[0112] Refening to Rg. 20, the optical disk recording and reproducing system according to the fourth prefen^ed 
embodiment comprises a CATV company apparatus 1 501 , a key issuing center apparatus 1 507. a CATV decoder 1 506, 
an optk:al disk recording and reproducing apparatus 1514, and a television set 1530. In this case, the CATV company 
apparatus 1501 comprises a content memory 1 502 for storing data of content such as movie software, a first cipher key 

25 memory 1503 for storing a first cipher key and a first cipher encoder 1504. Also, the key issuing center apparatus 1507 
comprises a control section 1 507a for controlling the operation of the apparatus 1 507, a time limiting information mem- 
ory 1510 for storing time limiting infomnation, and a recording admission code memory 151 1 for storing a limiting admis- 
sion code. In addition, the CATV decoder 1506 comprises a system ID memory 1508 for storing a system ID of the 
CATV decoder 1 506, a first cipher decoder 1 51 3, a second cipher encoder 1 51 6, and a company identification signal 

30 memory 1523 provided within an tC card 1522. Furthennore, the optical disk recording and reproducing apparatus 
1514 comprises a recording circuit 1518, a data reproducing section 1519, a BCA reproducing circuit 1521, a second 
cipher decoder 1520, and a company identification signal memory 1526 provided within an IC card 1524. 
[0113] Rrst of all. the first cipher encoder 1 504 of the CATV company apparatus 1 501 encrypts the data of the con- 
tent stored in the content memory 1502, such as movie software, using a first cipher key stored in the first cipher key 

35 1 503, thereby to generate a first encrypted content 1 505. Then the generated first encrypted content 1 505 Is transmit- 
ted to the first dpher decoder 1513 of the CATV decoder 1506 for each user via the network. When the data stored in 
the content memory 1502 is denoted by C, the first cipher key 1503 is denoted by FK, and the first encrypted content 
1505 is denoted by C[FK], then the following equation can be represented: 

40 C*FK = C[FK1 (3). 

[0114] The CATV decoder 1506 transmits, via the network to the key issuing center apparatus 1507, 

(a) a system ID for the CATV decoder 1 506 stored in the system ID memory 1 508; and 
45 (b) a title code 1509 inputted by using, for example, a keyboard (not shown) of the CATV decoder 1506, which Is 
added in advance to the above-mentioned content desired to be recorded on the audio-type or RAM-type optical 
disk 1 101 . In this case, the title code 1509 may be inputted by being selected according to the TV screen or may 
be inputted directly using the keyboard or may be inputted from a remote controller or the like. Accordingly, the title 
code 1509 may be obtained by user's acquisition In his own way, or may be to the CATV decoder 1506 together 
so with tiie first encrypted content 1505. The titie code 1509 may be sent in advance at a different time from that of 
the first encrypted content 1505 in a form such as a program guide. ^ 

[01 1 5] Based on the system ID of the CATV decoder 1 506 and the title code 1 509 of the above-mentioned content, 
the control section 1 507a of the key issuing center apparatus 1 507 refers to the time limiting infomnation stored in tiie 
55 time limiting information memory 1510 and the recording admission code stored in the recording admission code mem- 
ory 1 51 1 , and transmits a key (K) 1 51 2 corresponding to these data of the recording admission code and the time lim- 
iting code, together with the recording admission code and the time nmiting code, via the network to the first cipher 
decoder 1513 of ttie CATV decoder 1508. The time limiting Information allows the same content to be distinguished 
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among the cases where the same content Is broadcasted a plurality of times at different times. When the first decipher 
key is denoted by FK, the system ID of the CATV decoder 1506 is denoted by DID, the time fimitation information is 
denoted by TIME, the recording admission code Is denoted by COPY, and the title code 1609 of the content Is denoted 
by T. Then, the key (K) satisfies the relationship indk»ted by the following equation: 

5 

FK = K • T • DID • TIME • COPY (4). 

[0116] It is determined whether the recording admission code stored in the record pennission code memory 1 51 1 
is permitted only for watching and listening, or for both of watching and listening, and recording, based on a judgment 
70 result when the CATV company apparatus 1501 , for example, judges whether or not the broadcast content is a new 
work or an old work. 

[0117] The first cipher decoder 1513 of the CATV decoder 1506 decrypts the first encrypted content 1505 when the 
first decipher key (FK), the key (K) 1512. the title code 1509 of the above-mentioned content, the system ID, the record 
pennission code and the time limitation infonmation satisfy the above-mentioned relationship, and the present time 
IS infonmation outputted from the clock circuit 1527 satisfies the condition of the time limitation infbmnation. In this case, 
when the above-mentioned encrypted content are an image signal, the descrambled image signal is outputted from the 
first cipher decoder 1 51 3 to the television set 1 530. and then the user can watch an Image of the image signal and listen 
to an audio signal corresponding to the image signal. In this case, the decrypting process of the first cipher decoder 
1513 is expressed by the following equation: 

20 

C g^K] # (K*T*DID*TiME*COPY) = C [FK] # FK (5). 

[01 1 8] When the record pemnlssion code permits only watching and listening, the content data can be recorded on 
2S the optical disk 1 101 , however, when both of watching and listening, and recording are pemiitted, the content data can 
be recorded on the optical disk 1101. Therefore, this method will be described as follows. 

[0119] The BCA reproducing circuit 1521 of the optical disk recording and reproducing apparatus 1 51 4 reproduces 
the data of the BCA 1 1 04 of the optteal disk 1 1 01 to obtain the disk ID signal 1515. and outputs the disk ID signal to the 
second cipher encoder 1516 of the CATV decoder 150a The second cipher encoder 1516 of the CATV decoder 1506 

30 encrypts the data of the content outputted from the first cipher decoder 1 51 3. using the disk ID signal 1 51 5 as the sec- 
ond cipher key to generate a second encrypted content 1517, and outputs the generated second encrypted content 
1517 to the recording circuit 1518 of the optteal disk recording and reproducing apparatus 1514. It is to be noted that 
the above-mentioned encrypting of the second cipher decoder 1516 Is limited to the time when the first encrypted con- 
tent is decrypted and outputted from the first cipher decoder 151 3. The content which Is the output signal from the first 

35 cipher decoder 1 51 3 Is denoted by C, the disk ID signal 1515 whteh is the second cipher key Is denoted by BCAS. and 
the second encrypted content 1517 is denoted by C[BCAS]. then the following equation can be represented: 

C • BCAS = C [BCAS] (6). 

40 [0120] The second encrypted content 1517 sent to the recording circuit 1518 of the optical disk recording and 
reproducing apparatus 1514 Is modulated using, for example, a well known 8/16 modulation system to the recording 
circuit 1 51 8, and then, the modulated signal is recorded in the user data area 1 1 03 on the optical disk 1 1 01 by the opti- 
cal pickup (not shown) When the above-mentioned content encrypted and recorded on the optical disk 1 1 01 Is repro- 
duced, the laser beam outputted from the optical pickup is inBdiated onto an area where the above-mentioned 

45 encrypted content Is recorded on the optical disk 1 101 , so that the reflected light enters the optteal ptekup. The above- 
mentioned optical pickup photoelectrtcally converts the entered reflected light into a reproduced electric signal, and 
then, the reproduced signal which has been photoelectricaiiy converted is outputted to the data reproducing section 
1519. The data reproducing section 1519 A/D converts the Inputted reproduced signal Into a digital reproduced signal, 
and then, the digital reproduced signal is outputted the second cipher decoder 1520. 

so [0121] On the other hand, a laser beam outputted from tiie optical pk:kup Is Irradiated onto the BCA 1 1 04 of the 
optical disk 1 101 , so that the reflected light enters tiie optical pickup. The above-mentioned optical pickup photoelectri- 
caiiy converts tiie inputted reflected light into a reproduced electric signal, and tiien, the reproduced signal which has 
been photoelectricaiiy converted is outputted to the BCA reproducing circuit .1521. The BCA reproducing circuit 1521 
generates tiie disk ID signal 1515 based on the inputted reproduced signal, and the generated disk ID signal Is output- 

55 ted to the second cipher decoder 1 520. In response to the disk ID signal, the second cipher decoder 1 520 decrypts the 
reproduced encrypted content from the data, reproducing section 151 9, using the Inputted disk ID signal 1 515 as a key. 
At tiiat time, in the case tiiat the content is regularly recorded on the optical disk 1101, tiie key for decrypting tiie 
encrypted content recorded on the optical disk 1 1 01 is the disk ID of the optkral disk 1 1 01 , and the disk ID signal out- 
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putted from the BCA reproducing circuit 1521 is also the disk ID signal (BCAS) of the optical disk 1 101 , and therefore, 
the second cipher decoder 1520 can normally carry out the decrypting process. Accordingly, the data of the content 
decrypted or descrambled are outputted from the second cipher decoder 1520 as an output signal 1525. In this case, 
the decrypting process of the second cipher decoder 1520 can be expressed in the following equation. When the data 
5 content Is an image signal, the second cipher decoder 1520 expands, for example, an MPEG signal to reproduce an 
original image signal, and then, outputs the image signal. 

C [BCAS] # BCAS = C (7) 

10 [0122] The above-mentioned optical disk 1 1 01 is encrypted, using only the disk ID signal (BCAS) 1 515. and there- 
fore, it is possible to reproduce content data by an arbitrary optk:al disk recording and reproducing apparatus compris- 
ing a BCA reproducing circuit 1521 and the second cipher decoder 1520. Although the encryption encoders 1504 and 
1516 perform encryption and the encryption decoders 1513 and 1520 perform decryption In the above description, 
encrypting and decrypting may be performed by such a configuration that programs for encryption algorithms and 

15 decryption algorithms are included In the program carried out by the CPU which is the control section within each of the 
apparatuses 1 501 , 1 506 and 1 51 4. 

[01 23] Although, In the present preferred embodiment, the second cipher encoder 1 51 6 of the CATV decoder 1 506 
encrypts the content using the disk ID signal 1515 as the second cipher key. the content may be encrypted as follows. 
For example, the IC card 1522 prepared for each CATV company apparatus, 1501 may be mounted on the CATV 

20 decoder 1 506, and the company identification signal recorded within the company identification signal memory 1523 of 
the IC card 1522 and the disk ID signal (BCAS) reproduced by the BCA reproducing circuit 1521 may be combined to 
be used as the second cipher key for encrypting the content by the second cipher encoder 1516. The content of the 
output signal from the first cipher decoder 1 51 3 is denoted by C, the disk ID signal 1 51 5 whk:h is the first second dpher 
key is denoted by BCAS, the company identification signal 1523 which Is the second cipher key is denoted by CK, and 

25 the second encrypted content 1517 is denoted by C[BCAS, CK]. Then, the encrypting process of the second cipher 
encoder 1 51 6 is expressed by the following equation: 

C * BCAS • CK = C [BCAS. CK] (8). 

30 [0124] Next, when the content encrypted and recorded on the opttoal disk 1 101 Is reproduced, a laser beam out- 
putted from the optteal pickup is irradiated onto an area in whk;h the above encrypted content has been recorded on 
the optical disk 1 101 , so that the reflected light enters the optteal pickup. The op^al pickup photoelectrically converts 
the entered reflected light to a reproduced signal, which is then outputted to the data reproducing section 1519. The 
data reproducing section 1 51 9 A/D coverts the inputted reproduced signal into a digital reproduced signal, which is then 

35 outputted to the second cipher decoder 1520. On the other hand, a laser beam outputted from the optical pickup Is Ihb- 
diated onto the BCA 1 1 04 of the optical disk 1 1 01 so that the reflected light enters the optical pickup. The optical pickup 
photoelectrically converts the entered reflected light into a reproduced signal, which is outputted to the BCA reproduc- 
ing circuit 1521. The BCA reproducing circuit 1521 reproduces the disk ID signal 1515 based on the Inputted repro- 
duced signal, and then, the disk ID signal 1515 Is outputted to the second cipher encoder 151 6 and the second cipher 

40 decoder 1520. 

[0125] In addition, the company identification signal stored in the company identification signal memory 1526 of the 
IC card 1524 mounted on the optical disk recording and reproducing apparatus 1514 is inputted to the second c^her 
decoder 1520. The company identification signal may not be recorded within the company identification signal memory 
1 526 of the IC card 1 524, for example, upon installation of a recording program of the optical disk recording and repro- 
45 duclng apparatus 1514, the company Identification signal may be recorded In a memory (not shown) connected to a 
CPU of a control section of the optical disk recording and reproducing apparatus 1 51 4. Altemativety, the company iden- 
tification signal maybe Inputted using a keyboard (not shown) of tiie optical disk recording and reproducing apparatus 
1514. 

[0126] The second cipher decoder 1520 decrypts the encrypted content using the inputted disk ID signal 1515 and 
50 the company identification signal as decipher keys. At this time, in the case that the user of the CATV decoder 1506 
contracts formally with a particular CATV company having the CATV company apparatus ^502, and the content 1502 
is regularly recorded on the optical disk 1 101 , the first decipher key for the encrypted content encrypted and recorded 
on the optical disk 1101 is just the disk ID signal (BCAS) of the optical disk 1101 whk:h will be reproduced exactly at 
that moment, and the second cipher key is the company identification signal (CK) stored In the company identification 
55 signal memory 1 526 of the IC card 1 524 supplied from the contracted CATV company. Accordingly tiie outputted signal 
1525 of the decoded or descrambled contents is outputted from the second cipher decoder 1520. In this case, the 
decrypting process of the second cipher decoder 1520 is expressed in the following equation. When the content is an 
image signal, for example, an MPEG signal Is extended by the second cipher decoder 1520, and then, an output signal 



20 



EP1 058 254A2 



1525 of the image signal is outputted. 

C [BCAS. CK] # (BCAS * CIC) = C (9) 

5 [0127] Since the content of the above optical disk 11 01 is encrypted using the disk ID signal 1515 and the company 
identification signal, it is possible to can7 out reproduction by an arbitrary optical disk recording and reproducing appa- 
ratus comprising the BCA reproducing circuit 1521 and the second cipher decoder 1520 if the contract is made with the 
CATV company which supplies the above-mentioned content On the contrary, if the contract is not made with above- 
mentioned CATV company, the company identification signal cannot be obtained, and the content cannot be repro- 

70 duced, then this makes it possible to distinguish the contracted user from non-contracted user. 

[0128] Also, since in the present preferred embodiment each user sends a disk ID signal from the optical disk 
recording and reproducing apparatus 1 51 4 to the CATV decoder 1 506 located at their own home to encrypt image data 
or the like, it is not necessary for the CATV apparatus 1501 to change encrypted content individually delivered to each 
user, therefore, the system for broadcasting can be simplified to supply the same content to a mass audience at low 

15 cost. In addition, according to the present preferred embodiment, recording on only one RAM-type optical disk can be 
pemiitted for each user having the CATV decoder 1506. 

[0129] Although, in the present preferred embodiment, the case where the content is broadcasted from a head end 
of the cable television system is described, the present invention is not limited to this, the present invention can be 
applied to broadcasting using radio wave. i 

FIFTH PREFERRED EI^BODIMENT 

[0130] A method for recording and reproducing encrypted content of a fifth prefen-ed embodiment according to the 
present invention will be described in reference to the drawings. Fig. 21 shows a plan view illustrating a data recording 
25 area of an optical disk 1 601 of the fifth preferred embodiment according to the present invention, and Fig. 22 is a block 
diagram showing a configuration of an optical disk recording and reproducing system according to the fifth preferred 
. embodiment. In the fifth prefen^ed embodiment, the description for the common elements with the tiiird and the fourth 
prefen^ embodiments are omitted in the following description. 

[0131] Refemng to Rg. 21, 1601 denotes a recording-type optical disk which is either a rawritable type or non- 
30 rewritable type of optical disk, 1 602 denotes a control user data area in which disk information is recorded in a form of 
concavo-convex pits, 1 603 denotes a user data area into which the user record the data by irradiating a light beam from 
a laser onto the optical disk, and 1604 denotes an BCA in which a disk ID is recorded. 

[0132] In the BCA 1604, a plurality of trimming areas 1606 having an elongated shape in the radius direction are 
formed by partially trimming a recording film on concavo-convex pits in the Inner peripheral section of the control user 

35 data area 1 602 using a pulse laser such a YAG laser or the like. The trimming is carried out by the disk manufacturer. 
Also, by adding the disk ID to the data recorded in the BCA 1604, the management of the optical disk can be easily 
implemented. In addition, by recording the data of the BCA 1604 on ttie concavo-convex pits, the lnfom\ation for Iden- 
tifying the optical disk which is recorded in the BCA 1 604 can be prevented from easily being falsified. 
[01 33] In addition, by anranging the control user data area 1 602 and the BCA 1 604 so as to be adjacent from each 

40 other, the data of the BCA 1 604 can be reproduced continuously when the data of ttie control user data area are repro- 
duced or the data of the control user data area can be reproduced continuously when the data of the BCA 1604 are 
reproduced, therefore, it becomes possible to accelerate the process for obtaining or acquiring infonmation of the BCA 
1 604 so as to identify tiie optical disk qutekty by the CPU. for example, when the optical disk Is started up and for record- 
ing ttie encrypted contents. 

45 [0134] Although the BCA 1 604 of the present prefen-ed embodiment is formed by trimming the recording film on the 
concavo-convex pits in the inner periphery section of the control user data area 1602, the recording film which consti- 
tutes an optical disk of recording type which is either a rewritable type or non-rewritable-type of optical disk is easily 
affected by heat, as compared with the reflecting film fomned on a read-only optteal disk. By trimming the inner periph- 
ery section of the control user data area 1 602, the recording data of the user data area 1 603 can be protected from the 

50 heat generated upon trimming as compared with that when the outer periphery section is trimmed. The reason why the 
BCA 1604 IS formed on the inner peripheral side of the control user data area 1 602 is^that a margin is taken into con- 
sideration, when the diameter of tiie beam spot from a laser beam fluctuates due to instebliity of a focusing servo circuit 
of a laser device. The data recorded in the BCA 1604 before trimming may be recorded in the control user data area 
1 602. The data recorded in the BCA 1 604 can be recorded in the control user data area 1 602 so that the above-men- 

55 tioned data of the control user data area 1 602 can be protected upon trimming. 

[0135] In addition, when the above-mentioned data is recorded continuously and repetitively from the BCA 1604 to 
the control user data area 1 602, the position of tiie BCA 1 604 can be predicted by finding out the above-mentioned data 
in the control user data area 1 602. Also, the data in the key Information recording area 1 605 is recorded by Infadlating 
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a light beam In the same way as that of the user data area 1603. 

[0136] In a manner similar to that of the present preferred embodiment, by an^ging the control user data area 
1 602 and the key infomiation recording area 1 605 so as to be adjacent from each other, the data In the key Infomnation 
recording area 1 605 can be reproduced continuously when the data of the control user data area 1 602 are reproduced 
5 or the data of the control user data area 1602 can be reproduced continuously when the cteta of the key Information 
recording area 1 605 are reproduced, therefore, it becomes possible to accelerate the process for obtaining the informa- 
tion of the 6CA 1 604 to identity the optical disk quickly by a CPU when, for example, the optical disk is started up and 
for reproducing the encrypted content 

[0137] Referring to Rg. 22, the optical disk recording and reproducing system according to the fifth preferred 
10 embodiment comprises a CATV company apparatus 1 701 , a key issuing center apparatus 1 707, a CATV decoder 1 706, 
an optical disk recording and reproducing apparatus 1 714, and a television set 1 730. In this case, the CATV company 
apparatus 1701 comprises a content memory 1702 for storing the content such as movie software, a first cipher key 
memory 1703 for storing a first cipher key and a first cipher encoder 1704. Also, the CATV decoder 1706 comprises a 
system 10 memory 1 708. a first cipher decoder 1 71 3, and a clock circuit 1 725 for outputting the present time informa- 
15 tlon. Further, the key issuing center apparatus 1 707 comprises a control section 1 707a for controlling the operation of 
the apparatus 1707 and a time limiting information memory 1710. Further, the optteal disk recording and reproducing 
apparatus 1714 comprises a recording circuit 1717, a key Infomiation recording circuit 1719, a BCA reproducing circuit 
1 720, a data reproducing section 1 721 , a second cipher decoder 1 722 and a key infonmation reproducing section 1 723. 
[0138] First of all, the first cipher encoder 1 704 of the CATV apparatus 1 701 encrypts data of content such as movie 
20 software which is stored In the content memory 1 702, using the first cipher key 1 703, so as to generate a first encrypted 
content 1705. and transmits the generated first encrypted content 1705 to the first cipher decoder 1713 of the CATV 
decoder 1706 of each user through the network. The content stored in the content memory 1 702 is denoted by C, the 
first cipher key stored in the first cipher key memory 1703 Is denoted by FK, and the first encrypted content 1705 is 
denoted by C[FK], then, the following equation can be represented: 



[0139] The CATV decoder 1 706 transmits to the control section 1 707a of the key issuing center apparatus 1 707 via 
the network, a system ID stored In the system ID memory 1 708 of the CATV decoder 1 706, and a title code 1 709 of the 

30 above-mentioned content which user wishes to watch and listen to where the title code 1709 is inputted by using, for 
example, a keyboard (not shown). The above-mentioned title code may be inputted by selecting according to the screen 
of the television set 1730, may be Inputted directly using the keyboard or may be inputted from the remote controller or 
the like. Accordingly, the title code may be obtained by a user in his way, nnay be sent from the CATV decoder 1706 
together with the first encrypted content or may be sent In advance at different time from that of the first encrypted con- 

35 tent In a form of program guidance or the like. 

[0140] Based on the system ID of the CATV decoder 1 706 and the title code of the above-mentioned content, the 
control section 1707a of the key issuing center apparatus 1707 generates the corresponding key (K) 1712 In reference 
to the con^sponding time limitation information stored In the time limitation information memory 1710. and then, trans- 
mits the generated key (K) 1712 to the first cipher decoder 1713 of the CATV decoder 1706 via a network. The time 

40 limitation Infonnation makes it possible to distinguish among the cases where the same content is broadcasted a plu- 
rality of times at different times. The first decipher key is denoted by FK. the system ID of the CATV decoder 1706 Is 
denoted DID, the time limitation infonnation is denoted by TIME, and the title code of the content is denoted by T, the 
key (K) 1712 satisfies the relationship represented by the following equation: 

45 FK=K*T*D1D*T1ME (11). 

[0141] The first cipher decoder 1 713 can decrypt the first encrypted content 1705 tf ttie first decipher key (FK), tiie 
above key (K) 1 71 2 transmitted from the key issuing center apparatus 1 701 , the tttie code of the above-mentioned con- 
tent, the system ID, and the time limitation information satisfy the above-mentioned relationship and the time limitation 
50 infonnation satisfies the condition of the present time information from the clock circuit 1 725. In this case, when the first 
encrypted content 1 705 is an image signal, the descrambled image signal is outputted to the television set 1 730 from 
the first decipher decoder 1 71 3, so that the user can watch and listen to the content on tiie television set 1 730. In this 
case, the decrypting process of the first cipher decoder 1713 is expressed as follows: 



[0142] Next, the method for recording the above-mentioned content on the optical disk 1601 will be described. 



25 



C*FK = C[FK] 



(10). 



55 




(12) 



22 



EP 1 058 254 A2 

When the content Is recorded on the optical disk 1601, the first encrypted content 1705 which has not been decrypted 
by the CATV decoder 1706 is transmitted to the recording circuit 1717 of the optical disk recording and reproducing 
apparatus 1714 from the first cipher encoder 1704 of the CATV company apparatus 1701. The recording circuit 1717 
digitally modulates data of the received first encrypted content 1705 by using a modulation system such as a well 
5 known 8/16 modulation system, and the modulated digital data are recorded on the optical disk 1601 by the optical 
pk:kup (not shown). Accordingly, it is necessary for the first encrypted content 1 705 to be decrypted in order to repro- 
duce the above-mentioned content encrypted and recorded on the optical disk 1601. 

[0143] The optical disk recording and the reproducing apparatus 1 71 4 transmits to the control section 1 707a of the 
key issuing center apparatus 1 707 via the network, the disk ID signal 1 71 5 of the optical disk 1 601 reproduced by the 
10 BCA reproducing circuit 1720 and the titie code 1716 of the above-mentioned content, which is inputted using, for 
example, a keyboard (not shown) and whtoh the user wishes to reproduce. As to the timing for sending the disk ID, the 
disk ID may be sent when the key issuing center apparatus 1 707 is accessed or the disk ID may be sent together with 
the title code when listening and watching the content. 

[0144] Although as a method for transmitting the disk ID, a method for sending the output signal from the BCA 
75 reproducing circuit 1 720 directly to tiie key issuing center apparatus 1 707 by reproducing the BCA 1 604 of the optteal 
disk 1601 as shown in Rg. 22 is disclosed above, the present invention is not limited to this, the following method may 
be used. For example, the data of the BCA 1 604 is reproduced before access to the key issuing center apparatus 1 707 
when starting up the disk, and the data of the BCA 1 604 is stored in a memory (not shown) of the optical disk recording 
and reproducing apparatus 1714 or the CATV decoder 1 706, then, it is transmitted to the control section 1 707a of the 
20 key issuing center apparatus 1 707 at the above-mentioned timing. In addition, when the disk ID can be recognized vis- 
ually in some fomi such as a label, a keyboard may be used for inputting the disk ID. When the label is a bar code, a 
bar code reader may be used for reading out the disk ID. 

[0145] The control section 1 707a of the key issuing center apparatus 1 707 generates a key (DiC) 1 71 8 con'espond- 

Ing to the disk ID signal 1 71 5 of the optical disk 1 601 and the title code 1 71 6 of the content, and transmits the generated 
2S key (DK) 1718 to the key information recording circuit 1719 of the optical disk recording and reproducing apparatus 
1714. In this case, the first decipher key is denoted by FK. the disk ID signal 1715 of the opttoal disk 1601 is denoted 
by BCAS, and the title code 1 71 6 of the content is denoted by X the key (DK) satisfies the relationship of the following 
equation: 

30 FK = DK*BCA*T (13). 

[0146] The key (DK) inputted into the key infomnation recording circuit 1 71 9 of the optical disk recording and repro- 
ducing apparatus 1714 is digitally modulated using a modulating system such as the well known 8/16 modulation sys- 
tem or the like, and then, the modulated digital data is recorded in the key infomiation recording area 1 605 on the optteal 

35 disk 1601 by the optical pickup (not shown). The key (DK) may be recorded a plurality of times in the key information 
recording area 1605. By recording the same key a plurality of times, the key (DK) can be protected when the recording 
film of the key Infomnation recording area 1605 deteriorates or when the optical disk 1601 gets scratched, so that the 
content can be decrypted only when the data of either one of the keys (DK) can t>e reproduced. 
[0147] Although in the present prefen-ed embodiment, the key infonmation recording area 1605 is provided on the 

40 inner peripheral side of the user data area 1603, it may be provided on the outer peripheral side of the user data area 
1603 or may be provided botti on the inner periphery and the outer peripheral sides. By providing the key information 
recording area 1 605 n the outer peripheral side, it becomes possible to record more keys (DK). Also, by dispersedly pro- 
viding a plurality of key information recording areas, the key (DK) can be protected by the other key information record- 
ing areas even in the case that one key information recording area cannot be reproduced. 

45 [0148] On the other hand, a laser beam outputted from the optical pickup is irradiated onto the area of the optteal 
disk 1 601 on which the above content is recorded so that the reflected light enters into the optical pickup. The optteal 
pickup photoelectrteally converts the entered reflected light into a reproduced electric signal, and the reproduced signal 
which has been photoelectrteally converted is outputted to tiie data reproducing section 1721. In response to this, the 
data reproducing section 1 721 A/D converts the inputted reproduced signal into encrypted digital data, which is output- 

50 ted to the second cipher decoder 1722. in addition, a laser beam outputted from the optical pickup is inadiated onto the 
BCA 604 of the optical disk 1601 , and tiien, the reflected light enters the optical pickup. The optteal pickup photoelec- 
trically converts the inputted reflected iight into a reproduced electric signal, and the reproduced signal which has been 
photoelectrically converted is outputted to the BCA reproducing circuit 1720. In response to this, the BCA reproducing 
circuit 1720 reproduces the disk ID signal 1715 based on the inputted reproduced signal, which is outputted to the 

55 encryption decoder 1 722. In addition, a laser beam outputted from the optical ptekup is irradiated onto the key informa- 
tion recording area 1 605 of the optical disk 1 601 so that the reflected tight enters the optteal ptekup. The optical pickup 
photoelectrically converts the entered reflected light into a reproduced electric signal, and outputs the reproduced sig- 
nal to the key infomnation reproducing section 1723. In response to this, the key information reprodudng section 1723 
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generates data of a key (DK) based on the Inputted reproduced signal, which is outputted to the second cipher decoder 
1722. 

[01 49] When the content is reproduced immediately after access to the key Issuing center apparatus 1 707. the key 
information recording circuit 1 71 9 may directly input the key (DK) to the second cipher decoder 1 722 before recording 

5 the same key (DK) In the key Infomiation recording area 1605. By doing this, the time until the reproduction is started 
can be shortened. The cipher decoder 1722 decrypts the encrypted content using the decipher key including the input- 
ted disk ID signal 1 71 5, the key (DK) and the title code 1 71 6 of the above content. The decrypting process of the second 
cipher decoder 1 722 is expressed in the following equation. When the content is an image signal, an MPEG signal is, 
for example, expanded so that an output signal 1 724 of the image signal is outputted from the second cipher decoder 

10 1722. 

CgTC|#(DK*BCA»-n = C[FKJ#FK (14) 

IS [0150] In the present prefen-ed embodiment, when a user fee is Imposed when the key signal is receh^ed from the 
control section 1 707a of the key issuing center apparatus 1 707, a fee is separately imposed when listening and watch- 
ing the content, and the content recorded on the optical disk 1 601 is reproduced for the first time, which avoids the fee 
imposition only upon recording the content data on the optical disk 1 601 . Accordingly, it becomes possible to lower the 
imposed fee. 

20 

(a) for the users who wish to listen and watch content, but do not need to record content data on the optical disk 
1601. or 

(b) for the users who wish to record content data on the optical disk 1 601 . but do not need to listen and watch con- 
tent upon broadcasting, 

25 as compared with the case in which a fee is imposed once for both listening or watching and recording on the opti- 
cal disk 1601. 

[0151 ] Also, since a fee Is not imposed for only recording on the optical disk 1 601 . the user can detemilne whether 
or not the user receives the key for reproducing the optical disk 1 601 to listen and watch again after listening and watch- 
30 ing. Although, In the above-mentioned preferred embodiment, a method for receiving the key (DK) from the control sec- 
tion 1 701 a of the key issuing center apparatus 1 707 via the network is used, the present invention is not limited to this, 
the title and the disk ID number of the content may be orally conveyed on the phone or the like, and be inputted using 
a keyboard after being received orally. 

[0152] Next, the case will be described where the optical disk 1801, on which the key (DK) Is recorded in the key 
35 infonnatlon recording area 1605, is reproduced after access to the key issuing center apparatus 1707 is completed. 
Rrst of all, a laser beam outputted from the opttoal pickup is inBdiated onto the area of the optteal disk 1 601 where the 
above-mentioned content is recorded, and then, the reflected light is inputted to the data reproducing section 1721 via 
the optteal pickup which carries out the photoelectric conversion. In response to this, the data reproducing section 1721 
outputs the data of the encrypted content to the second cipher decoder 1722. On the other hand, a laser beam output- 
40 ted from the optical pickup is irradiated onto the BCA 1604 of the optical disk 1601 so that.the reflected light is inputted 
into the BCA reproducing circuit 1 720 via the optical pickup which carries out the photoelectric conversion. In response 
to this, the BCA reproducing circuit 1720 generates the disk ID signal 1715 based on the inputted reproduced signal, 
which is outputted to the second cipher decoder 1 722. 

[0153] In addition, the laser beam outputted from the optical pickup is irradiated onto the key information recording 
45 area 1605 of the optical disk 1601 so that the reflected light is inputted Into the key infomiation reproducing section 
1 723 via the optical pickup which carries out the photoelectric conversion. In response to this, the key information repro- 
ducing section 1 723 generates data of the key (DK) based on the inputted reproduced signal, which is outputted to the 
second cipher decoder 1 722. The second cipher decoder 1 722 decrypts the encrypted content outputted from the data 
reproducing section 1721, using the decipher key including the inputted disk ID signal 1715, the key (DK) and the title 
50 code 1 716 of the above-mentioned content. The decoding process of the second cipher decoder 1 722 is expressed in 
the following equation. When the content is an image signal, an MPEG signal is. for example, expanded, and the image 
signal of the expanded MPEG signal is outputted from the second cipher decoder 1 722. . 

C[FTC1#(DK*BCA*T)=C[FK1#FK (15) 
55 =C 

[0154] By recording the data of the key (DIC) once in the key information recording area 1 605. the above-mentioned 
encrypted content can always be reproduced without any access to the key issuing center apparatus 1 707. Also, since 
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all of the decipher keys required for the decrypting process are recorded on the optical disk 1 601 , the above-mentioned 
optical disk 1601 can be reproduced by an arbitrary optical disk recording and reproducing apparatus comprising the 
BCA reproducing circuit 1720, the key infonmation reproducing section 1723 and the second cipher decoder 1722. 
[0155] In addition, in the case that the above-mentioned encrypted content is attempted to be reproduced after 

5 being copied onto the optteal disk 1601 with a different disk ID, a disk ID signal different from that of the above-men- 
tioned optfeal disk 1 601 is outputted from the BCA reproducing circuit 1 720, therefore, the encrypted content cannot be 
decrypted, and this prevents the content from being reproduced after being copied. Even In this case, however, by con- 
veying the title and the disk ID of the content to the key issuing center through the network or orally, the decipher key 
may be received after the fee is imposed. In this way, even if the encrypted content is copied onto another optical disk 

10 1 601 , any content cannot be reproduced irregularly, and a fee is always imposed when the optical disk 1 601 on which 
the encrypted content is copied, is reproduced, and this leads to protection of copyright for the content 
[0156] Rg. 23 shows a table showing a configuration of the table with IDs according to the fifth prefenred embodi- 
ment, which shows keys (K) Inputted into the first cipher decoder 1713 and keys (DK) Inputted into the key Information 
recording circuit 1719 in a rearranged fonm, for different system IDs and different disk IDs. 

IS [0157] Refen-Ing to Rg. 23, T1 . T2 and T3 denote title codes for different contents, and FK1 , FK2 and FK3 denote 
decipher keys for decoding encrypted contents having the title codes of T1 , T2 and T3, respectively. DID1 , DID2 and 
DID3 denote system IDs for different CATV decoders 1 706, and BCAS1 , BCAS2 and BCAS3 denote disk IDs for differ- 
ent optical disks 1601. In this case, keys (Kmn) inputted into the CATV decoder 1706 are determined so as to satisfy 
the following equation: 

20 

FKn = Kmn • Tn * DID • TIMEn (16). 

[0158] Also, the keys (DKmn) inputted to the optical disk recording and reproducing apparatus 1714 are detennined 
so as to satisfy the following equation: 

25 

FKn = DKmn * BCAm * Tn (1 7). 

[0159] As shown in Rg. 23, not only in the case of different content but also in the case of the same content, the 
key infomnation acquired from the key issuing center apparatus 1707 for each different CATV decoder 1706, for each 

30 different optical disk and for each different broadcasting time is set so as to be different from each other, and tiien, this 
leads to protection of copyright in detail. In the same way, since the key information differs when the system IDs, disk 
IDs and time information are different from the others even for the same content, it is not necessary for the CATV com- 
pany apparatus 1 701 to change the encrypted content for each user, therefore, one encrypted content may be prepared 
for one content. Therefore, the system for broadcasting can be simplified, and it becomes possible to supply the content 

35 to a mass audience at low cost 

[0160] Although, in the present preferred embodiment, the case described where the content is broadcasted from 
a bead end of tiie cable television, the present invention can be applied to broadcasting using radio wave. 

ADVANTAGEOUS EFFECTS OF THIRD TO RFTH PREFERRED EMBODIMENTS 

40 

[0161] An optical disk according to the present preferred embodiment comprises (a) a first infbnnatlon area for 
recording first disk infomnation therein, (b) a second Information area for recording therein second disk information for 
identifying individual, and (c) a user data area in which recording Information Is possible by InBdlatlng a light beam onto 
the user data area. Accordingly, by adding the above-mentioned information for identifying optk:al disks to an optteal 

45 disk according to a prior art. the management of optical disks can be easily Implemented. In this case, the above sec- 
ond information area is preferably recorded In the above-mentioned first information area, and can be reproduced by 
the optical pickup for reproducing the above-mentioned first Information area. In the above-mentioned second Infbnna- 
tion area, data of the second Information is recorded by partially eliminating or removing the recording film within the 
above-mentioned first information area so ttiat a plurality of trimming areas having an elongated shape in the radius 

so direction are formed, and this can prevent the above-mentioned second disk infonnation from being easily falsified. 
[0162] According to a method for recording encrypted content of the present prefen^d embodiment, when the data 
of the content is recorded on the user data area of an optical disk comprising (a) a first information area for recording 
the first disk information therein, (b) a second Information area for recording therein the second disk information for 
Identifying Individual disks, and (c) a user data area in whteh recording information Is recorded by irradiating a light 

55 beam onto the user data area, the data of the content is encrypted and the encrypted data Is recorded so tiiat the data 
of the content can be decrypted and reproduced by an operation or catoulation using at least the above-mentioned sec- 
ond disk Information. Accordingly, by encrypting the content using the identiftoation Infonnation of an optical disk which 
exists only In one partteular optical disk, there is such a specific advantageous effect that Irregular copying of the con- 
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tent can be prevented so as to protect the copyright 

[0163] An optical disk according to the present prefen'ed embodiment has a key information recording area for 
recording therein key Information for decrypting encrypted and recorded content within the user data area. Accordingly, 
in a system which needs key information for decrypting the encrypted and recorded content, there is such a specifte 
5 advantageous effect that it is not necessary to input key information every time of reproduction after recording the key 
information once In the key information recording area. 

[0164] Furthermore, according to a method for recording encrypted content of the present preferred embodiment, 
when the content is recorded in the user data area of an optical disk comprising (a) a first Infomiation area for recording 
the first disk Information therein, (b) a second Information area tor recording therein the second disk Informatton for 

w identifying individual disks, (c) a user data area in whteh infomnation is recorded by Irradiating a light beam onto the user 
data area, and (d) a key information recording area for recording therein key information for decrypting the data of the 
encrypted and recorded content within the user data area, the data of the content is encrypted and the encrypted con* 
tent Is recorded so that the data of the content can be decrypted and reproduced by the operation using at least the 
above-mentioned second disk information and the above-mentioned key infbnnation. Accordingly, even if the data of the 

IS encrypted content are copied onto another optical disk, the data thereof cannot be reproduced in'egularly, and a fee is 
always imposed whenever the optical disk on whbh the data of the encrypted content are copied is reproduced, and 
this leads to protection of copyright 

[0165] In this case, the first disk information is preferably formed in a fbmi of mtero concavo-convex pits, and the 
second disk Information for identifying optical disks is recorded on the concavo-convex pits. Therefore, the second disk 

20 infonmation can be easily prevented from being falsified. Moreover, said first disk information and the second disk infor- 
mation are preferably formed to be adjacent from each other In this case, when the above-mentioned first disk Informa- 
tion is reproduced, the second disk information can be reproduced continuously, or when the second disk infbmiation 
is reproduced the first disk infomiation can be reproduced continuously, therefore, it becomes possible to accelerate the 
process for recording the encrypted content after obtaining or acquiring the second disk information for identifying dislcs 

25 quickly by a CPU when, for example, the optical disk is started up. 

[0166] According to a method for recording encrypted data of the present preferred embodiment, since key Infor- 
mation differs for each different system ID, each disk ID and each time information even with the same content, it is not 
necessary for the CATV company apparatus 701 to change the encrypted content for each user, and then, the CATV 
company apparatus 701 may only prepare one encrypted content for one content This leads to that the system for 

30 broadcasting can be simplified, and it becomes possible to supply the content to a mass audience at low cost 

MODIFIED PREFERRED EMBODIMENTS OF THIRD AND FIFTH PREFERRED EMBODIMENTS 

[0167] Although in the above-mentioned third and fifth preferred embodiments, as shown in Rgs. 16 and 21 , trim- 
as ming areas 1 1 05 and 1 606 are fomied In the BCAs 1 1 04 and 1 604 located in the inner periphery section within the con- 
trol user data areas 1 102 and 1602 respectively, the present Invention is not limited to this. As shown in Rgs. 24 and 25 
Illustrating the data recording areas of the optical disks 1 101a and 1601a according to the modified prefemed embodi- 
ments of the third and the fifth preferred embodiments respectively, the trimming areas 1105a and 1606a may be 
formed by trimming the reconjing film so as to protrude or project into the inner peripheral side of the optical disk from 
40 the control user data areas 1 102 and 1602. That is to say, the BCAs 1 104a and 1 604a are not included in the control 
user data areas 1 102 and 1602, respectively, but are formed and allocated so as to protrude or project into the Inner 
side of the control user data areas 1 1 02 and 1 602 from the inner peripheral section of the control user data areas 1 1 02 
and 1602. In these modified prefen-ed embodiments, the reason why the BCAs 1 104a and 1604a are fbnned in this way 
is that the margin is taken Into consideration where the diameter of the beam spot of the laser beam fluctuates due to 
45 the instability of the focusing servo circuit of the laser device. In the present modified preferred embodiment, the user 
data areas 1 103 and 1603 exist outside of the control user data areas 1 102 and 1602, therefore, the trimming areas 
1 1 05a and 1 606a are allocated and formed so as to protect the data recorded in those user data areas 1 1 03 and 1 602 
from being destroyed. 

so SIXTH PREFERRED EMBODIMENT 

[01 68] Rg. 26 shows a block diagram illustrating a configuration of a user data area within an optical disk and a con- 
figuration of an optical disk reproducing apparatus for decrypting an encrypted content from data in the user data area, 
according to a sixth preferred embodiment of the present Invention. In the present preferred embodiment, the optical 
55 disk is, for example, a recording-type optical disk such as a DVD-RAM. 

[0169] As shown In Rg. 26. a user data area 2150 comprises a sector header area 2101, a main data area 2102, 
and an en^r detection code 2103. In the sector header area 2101 , a sector address 2104 for indicating a sector posi- 
tion, and copyright control infomnation 2105 for recording the copyright control information (Including a scramble flag, 
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copy control information or the like) with respect to the data recorded in the main data area 21 02 are recorded. The sec- 
tor head area 2101 includes a decipher key area 2106 for decrypting encryption infbnuation when it has been embed- 
ded or encrypted in the data of the main data area 21 02. Also, the main data area 21 02 are divided into an area in which 
non-encrypted content 2107 is recorded and an area In which the encrypted content 2108 is recorded, and the non- 
5 encrypted content 21 07 includes control information for subsequent data such as synchronizing patterns In the MPEG 
or all types of control information. In addition, the encrypted content 2108 includes content data required for copyright 
protection primarily such as AV data or the nice which have been enoypted. 

[0170] The decipher key for reproducing the following main data area 21 02 is divided into a plurality of divided deci- 
pher keys with a predetermined size (hereinafter referred to as divided decipher keys), whk:h are then registered In the 

10 decipher key area 21 06. For example, in the case that the decipher key is 8 bytes for one decipher key area of 4 bytes, 
the decipher key of 8 bytes is divided into two divided decipher keys each of 4 bytes, so that the two divided decipher 
keys are recorded in decipher key areas 2106 and 2109 of two logically continuous sectors after dividing the decipher 
key of 6 bytes into divided decipher keys each of 4 bytes. When reproducing data of such a user data area, a plurality 
of divided decipher keys are acquired from the decipher key areas 2106 and 2109 of the logically continuous plurality 

IS of sectors (each sector which is not available due to defects is skipped), and the acquired divided decipher keys of the 
required number are linked or connected by a data linking devtee 21 1 1 to obtain the encrypted decipher key required 
for the reproduction (8 bytes). A decrypting process is canied out for the data recorded in the main data area 2102 of 
the sector where the encrypted decipher keys (8 bytes) could be obtained by a decrypting device 2114 in accordance 
with the contents of each unit of copyright control information 21 05. , 

20 [0171] In addition, to further enhance the Intensity of the encryption It is possible to encrypt the decipher key, or by 
adding the decipher key conversion data which is the information in the data to the key so as not to have a constant 
result of the encryption, it becomes possible to provide different encryption results even for the same cipher key. More 
concretely, as shown in Rg. 26, the encrypted decipher key outputted from the data linking device 211 1 is inputted to 
the key decrypting device 21 12, and then, using a predetermined disk key, the key decrypting device 21 12 decrypts the 

25 inputted encrypted decipher key into the padding data (1 byte) whk;h are dummy data and the decipher key (7 bytes), 
which are then outputted to the key converter 21 13. In this case, the disk key is acquired by decrypting, for example, an 
encrypted disk key recorded in the optical disk using a secret key which is a predetennined master key by the disk key 
decrypting device (not shown). Also, the key converter 21 13 converts data of the decipher key conversion data 21 10 
read out from the main data area 2102 through a predetermined conversion operation such as an operation utilizing 

30 multiplication, division or predetemnined weighting coefficients by using the decipher key outputted from the above- 
mentioned key decrypting device 2112, and then, generates and outputs a content . decipher key (7 bytes) to the 
decrypting device 21 1 4. Then, the decrypting device 21 14 generates and outputs the data of the decrypted content by 
decrypting the data of the content read out from the main data area 2102 using the content decipher key (7 bytes) out- 
putted from the above-mentioned key converter 21 13. As the decipher key conversion data 21 10. it is preferable to uti- 

35 lize the data such as data that the irregular usage of the data such as falsifying the copy generation management 
infomnation or the analog macro-vision control flag can be immediately detected. 

[0172] Rg. 27 is a block diagram showing an arrangement of the copyright control Infonnation and the decipher key 
in the user data area and an allocation of the encrypted content In the main data area of an optical disk, according to 
the sixth preferred embodiment. In an example of the user data area 21 50 illustrated In Rg. 27, the decipher key area 

40 is ananged so as to be divided into the first decipher key area 2201 having a division, decipher key of 4 bytes and the 
second decipher key area 2202 having a division decipher key of 4 bytes. Therefore, in spite of the size of the encrypted 
content recorded in those two sectors, a plurality of sectors (2 sectora in Rg. 27) are utilized. In this case, dummy data 
is recorded in the unused area as complementary data. In an example of Rg. 27, complementary data 2203 for one 
sector is recorded in the case that the encrypted content 2204 exits only for one sector. 

45 [0173] Rg. 28 Is a block diagram showing an anangement of the case where the unit of error con^ction is located 
over a plurafity of sectors in an optical disk according to the sixth preferred embodiment. For example, in the case that 
the optical disk is a DVD. the ability of en-or con'ection is enhanced by using a unit block (hereinafter referred to an ECC 
block) of error correction code of 16 sectors. Therefore, when data recording or reproducing is carried out, it Is neces- 
sary to perform the recording process using the ECC block unit In the case that the decipher key is divkled into an arbi- 

so trary number of divided decipher keys which are then recorded, the case may be caused where one decipher key is 
recorded In a plurality of enror correction blocks. When reproducing the same, it is necessary to reproduce all of the plu- 
rality of divided decipher keys, therefore, it is also necessary to reproduce not only data in the sector for recording the 
data of the encrypted content but also data in the ECC block immediately before decipher key is recorded. An example 
of Rg. 28 is characterized in that the number of divisions when the decipher key is divided is set as a measure or fector 

55 of the numt>er of sectors of the ECC blocks. This leads to that a plurality of divided decipher keys cannot be recorded 
so as to located over a plurality of ECC blocks. In addition, as a decipher key used In one ECC block, only one type of 
decipher key Is used, and in the case that the recorded AV data are not sufficient for an ECC block, the data of the sec- 
tors which are unnecessary upon reproduction can be prevented from being read out from the optical disk by arranging 



27 



EP 1 058 254 A2 



complementary data and complementary sectors. 
SEVEISTTH PREFERRED EMBODIMENT 

5 [0174] Rg. 29 a block diagram showing a configuration of a lead-in area 2401 and a user data area 2402 within 
an optical disk and a configuration of an optical disk reproducing apparatus for decrypting an encrypted content from 
data of the lead-in area 2401 and the user data area 2402, according to the seventh preferred embodiment of the 
present invention. 

[0175] Refening to Rg. 29, in the same way as In that of the sixth prefen-ed embodiment of Rg. 26, each of the lead- 

10 in area 2401 and the user data area 2402 is constructed from sectors having a sector header area 21 01 , the main data 
area 21 02 and an en-or detection code 21 03. In the sector header area 2101, there are recorded a sector address 21 04 
for indicating the position of the sector and copyright control infonmation 21 05 for recording copyright control information 
(Including a scramble flag, copy control infomnation or the like) with respect to the data recorded In the main data area 
21 02, and also the sector header area 21 01 includes a key index area 2403 for recording a key index for indicating the 

IS recording position of the decipher key (that Is, the recording position of storing position In a decipher key table 2404 
within the main data area 21 02) for referring to a decipher key for decrypting in the case that the data of the main data 
area 2102 are encrypted. The decipher key for decrypting the encrypted content recorded In the user data area 2402 
is recorded in a fomn of a decipher key table 2404 in the lead-in area 2401 whk:h is rewritable in a fomi of a table. The 
decipher key recorded in the lead-in area 2401 is referred to by the key index fecorded in the key index area 2403. in 

so the same way as that of the sixth prefen-ed embodiment illustrated in Rg. 26, the decipher key refenfed to in the above 
is decrypted into the padding data and the decipher key (or title key) by the key decrypting device 21 12 using a prede- 
termined disk key, and thereafter, the above decrypted decipher key (or title key) is converted into a content decipher 
key by the key converter 2113 using the decipher key conversion data, and then, the converted content decipher key Is 
outputted to the decrypting device 21 14. The decrypting device 21 1 4 decrypts the data of the encrypted content by 

25 using the content decipher key, and then, generates and outputs data of the decrypted content 

[0176] In an optical disk and an optbal disk reproducing apparatus according to the seventh preferred embodiment 
constituted as described above, by recording a key index for reference in the key index area 2403 within the sector 
header area 21 01 , it becomes possible to allocate the decipher key size of the decipher key table 2404 Independently 
from the size of the key index area 2403. Also, after allocating the size of the decipher key table 2404, by utilizing a plu- 

30 rality of decipher keys continuously from the decipher key table 2404 Indicated by the key index within the key index 
area 2403, a decipher key of an arbitrary or free size can be used. 

[0177] Rg. 30A Is a block diagram showing a data configuration of the case where an initial value of a decipher key 
represents an unrecorded status in the main data area 2102 of the lead-in area 2401 within an optteal disk according 
to the seventh prefen^d embodiment. Refening to Rg. 30A, as the initial value of the decipher key recorded upon fbr- 
35 matting of the optical disk or the like, the data in the unrecorded status 2501 is recorded with an already known fixed 
value (for example, data such as all zeros) whteh are not used as a key, thereby to indicate the unrecorded status of the 
decipher key 

[0178] Rg. 308 is a block diagram showing a data configuration of the case where a recorded status is represented 
with a decipher key status table in the main data area 21 02 of the lead-in area 2401 within an optical disk according to 
40 the seventh prefen^ed embodiment Referring to Rg. 30B, in the same way as that of the decipher key illustrated in Rg. 
30A, the decipher key status table 2502 in a fomi of table which can be referenced by an index is arranged In the lead- 
in area 2401 , and the recorded status of the decipher key is described as follows as record status data 2503: 

(1)0x00: unused; 
45 (2) 0x01 : area reservation; 

(3) 0x03: key recorded; and 

(4) othenivise: reserved. 

[0179] In this case, Ox indicates a hexadecimal representation of the following symbols or numbers. 

so [0180] Rg. 31 is a block diagram showing an allocation of decipher keys in an optbal disk according to the seventh 
prefen-ed embodiment in an example of Fig. 31 . an allocation of the decipher key area of the disk is devised to enhance 
the reliability of the decipher keys. Usually, defect management is carried out In the user data area 2602, and therefore, 
in the case that a write failure occurs, a replacement process for an area to be replaced or the like is carried out In the 
lead-in area 2601 , however, the defect management as described atxve is not canled out. Therefore, by occun-ence of 

55 write-in failure, read-out failure or the like, the decipher key, which Is required for producing the AV data, may be con- 
verted into an unusable status, and moreover, there may be the case the optk:al disk itself may be converted into an 
unusable status. Accordingly, a total plurality of decipher keys are desired to be recorded over a plurality of different 
ECC blocks. In the case that a plurality of decipher keys is recorded in areas acQacent from each other, all of the entire 
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plurality of decipher keys which has been recorded may not be read out due to scratches or dust Therefore, as shown 
in Fig. 31, it is preferable to record in separate positions in a layout, such as the inner peripheral side and the outer 
peripheral side of the optical disk, respectively, for example, in the lead-in area 2601 and the lead-out area 2603. 
[0181] In the prefen'ed embodiment of Rg. 29, the decipher key areas are allocated in the lead-in areas 2401 and 
5 2601 . This is because to enhance the safety when access is taking place from a drive unit of a personal computer or 
the like, with taking into consideration that the user data area 2602 is an accessible area by a conventional read com- 
mand or write command. Accordingly, the same advantageous effects can be obtained by allocating these in the user 
data area 2602. 

70 EIGHTH PREFERRED EMBODIMENT 

[0162] Fig. 32 is a block diagram showing a data configuration when data of an optical disk is managed by a file 
management system of an eighth preferred embodiment accordlng to the present Invention. In an example of Fig. 32, 
based on a structure of the file system, a sector address for storing a desired file is managed. 

75 [0183] In the structure of a file system prescribed or regulated in the IS0 1 3346 by the International Standardization 
Organization, a recording position of a file is managed by using the infonnation called a file entry in order to utilize a 
rewritable-type optical disk. As shown in Rg. 32, for example, data of a recording position of a file (1 ) 2703 is stored as 
a file entry (1 ) 2701 within a file management infonmation areai 2751 , and data of a recording position of a file (2) 2704 
is stored as a file entry (2) 2702. Each tile is constituted from extents 2705 and 2706 for managing a plurality of sector 

20 areas which are located so as to continue on the optical disk. The encrypted content as shown in the seventh preferred 
embodiment is recorded in the main data area 2102 indicated by the file entry on the optical disk, and the decipher key 
is recorded in tiie decipher key table 2707 within tiie lead-in area 2601 . In tiie sector header area 2101 within the user 
data area 2602 where the encrypted content is recorded, a pointer for indicating a recording position for referring to a 
decipher key required for decrypting is recorded in the key index area 2708. Although, In the present prefen^d embod- 

25 iment, the decipher key is managed and recorded using the file unit, the extent unit, the present invention is not limited 
to this. The decipher key may be managed and recorded using at least one of either of the file unit or the extent unit. 
[0184] As described above in the optical disk, managed by the file system, the recording operation of the content 
required for copyright protection will be described with reference to Fig. 33. Rg. 33 shows a recording process of a con- 
tent required for copyright protection carried out by a file management system according to the eighth preferred embod- 

30 iment. 

[0185] * When recording the encrypted content, first of all, in step S2801, the decipher key status table 2502 illus- 
trated in Rg. SOB is read out to check empty areas of the decipher key table 2707. Next, in step S2802, it is detennined 
whether or not there is any empty area of the decipher key table 2702, and In the case of NO, the recording process of 
the content is completed by stopping the recording operation in step S2807 because the decipher key for the encrypted 

35 content cannot be recorded. On the otiner hand, in the case of YES in step S2802, the acquired decipher key (or tiie 
title key) is recorded, and in the case that the decipher key cannot be acquired, the decipher key area is reserved. Next, 
in step S2804, tiie copyright control infonnation of the recorded content (including information about whetiier or not 
encryption has been performed, infonnation for indicating the type or dass of encryption or the like) and the key index 
to be recorded In the key index area 2708 are set, and thereafter, the content Is encrypted in step S2805 and then the 

40 encrypted content is recorded on the optical disk in a file form using the extent unit. In this case, the same copyright 
control Infonnation and key index may be used utilizing the file unit or they may be switched utilizing the extent unit. That 
is to say, in steps S2804 and S2805, the unit to be processed is at least one of either the file unit or the extent unit. 
Rnally, in step 82806, based on the infonnation with respect to the recorded content, after the file management Infor- 
mation for managing the above-mentioned recorded data is updated, the recording process of the content is completed. 

45 [0186] Rg. 34 is a flowchart showing a reproducing process of content carried out by a file management system 
according to the eighth prefen^d embodiment. Rg. 34 shows a process for reproducing the content recorded in a form 
of file from the optical disk by the method shown in Rg. 33. 

[0187] When canylng out a reproducing operation for ttie file, the key index Is acquired for tiie areas shown by tiie 
file entry within the file management information area 2751 in order to find out or know the area in the decipher key table 
50 utilized by the reproduced file. More concretely, in step S2901, after the file entry of the file reproduced from the file 
management information 2751 is acquired by being read out and reproduced, in step S2902 the value of the key index 
area is read out, and then reproduced from the sector header area 2102 of the area shown by the file entry to be 
acquired. In the case that different ways of encrypting are used are conducted utilizing the extent unit, the key index 
area in the sector header for each extent is read out. Then, in step S2903, tiie decipher key is read out, and then repre- 
ss duced to acquire the decipher key from the decipher key area of the decipher key table 2707 indk^ated by the acquired 
key index. In addition, in step 82904, the data of the content within the file Is read out and reproduced from an area 
shown t>y tiie file entry, and then, data of the reproduced content is decrypted. In this case, when reproduction and the 
decrypting of the tile of the content are completed, the reproducing process of the content is completed. 
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[0188] Fig. 35 is a flowchart showing an deleting process of content whteh Is carried out by the file management 
system according to the eighth preferred embodiment, and Rg. 35 shows an operation for deletion of data of content in 
a fomn of file which has been recorded by the method as shown in Rg. 33. 

[0189] When the deleting operation of the file is carried out, the key index for the area shown by the file entry is 
5 acquired to find out or Icnow the areas of the decipher l(ey table 2707 used by the deieted file. More concretely, in step 
S3001 . after acquiring the file entry of the deleted file from the file management information within the file management 
infonnation area 2751 , in step S3002 the value of the key index area is acquired from the sector header of an area Indl* 
cated by the file entry is acquired. In this case, when different ways of encrypting are conducted utiftzing the extent unit, 
data in the key index area in the sector header for each extent is read out. Then, in step S3003, after the decipher key 
10 is open or released (here releasing or opening the decipher key means to delete the decipher key from the table) from 
the decipher key area of the decipher key table 2707 indicated by the acquired key index, and in step S3004 the file 
entry for indicating the write-in position of the deleted file is deleted from the file management information, then, the 
deleting process of the content Is completed. Although in a conventional file system only the file entry is deleted when 
the file is deleted, the decipher key recorded in another area cannot be deleted since the decipher key and the record 
IS sector of the encrypted content are recorded in separate areas. In the above-mentioned preferred embodiments, prior 
to deletion of the file entry, the management of the decipher key on the optical disk is canried out by deleting the ded* 
pher key for indicating the key index in the sector header area, from the decipher key table 2707. 

NINTH PREFERRED EMBODIMENT 

20 

[0190] Rg. 36 is a block diagram showing a configuration of an optical disk system of a ninth prefered embodiment 
according to the present invention, and this optical disk system is a infonnation processing system for recording and 
reproducing content required for copyright protection for the optical disk 3100. The optical disk system comprises an 
encoding apparatus 3101, an optical disk apparatus 3102, a decoding apparatus 3103 and a personal computer3104. 
25 [0191] The encoding apparatus 3101 comprises a content memory 3131 for storing data of content, an encoding 
circuit 31 32 for encoding the abovennentioned data of the content In a fonm of MPEG format, a cipher key memory 31 33 
for storing the cipher key, an encrypting circuit 3134 for encrypting the data of the encoded content utilizing the cipher 
key and generating and storing the decipher key In the decipher key memory 31 1 1 , a decipher key memory 31 1 1 for 
storing the decipher key, a bus encryption circuit 31 12 for bus-encrypting the decipher key, and an interface 3124 con- 
30 nected to the interface 31 22 of the personal computer 3104 via a PCI bus 3151 , where the interface 3124 transmits the 
data of the encrypted content and the decipher key. Also, the optical disk apparatus 3102.comprises a decipher key 
table memory 3113 for storing a plurality of decipher keys therein, a bus encrypting and decrypting circuit 3114, a 
recording and reproducing circuit 31 1 9 for recording the data onto tiie optical disk 31 00 and for reading out and repro- 
ducing the data from the optical disk 31 00, and an interface 31 20 connected to the interface 31 21 of the personal com- 
as puter 3104 via a SCSI bus 3152, where the interface 3120 can-les out processes such as transmission and reception 
of data or signals as well as signal conversion and protocol conversion. The SCSI bus 3152 may be preferably an ATAPI 
bus. In this case, bus encryption and bus decryption mean the cipher process and the decipher process, respectively, 
used for encrypting a cipher key or a decipher key and transmitting or receiving the same key on the PCI bus 3151 or 
the SCSI bus 3152. 

40 [0192] In addition, the personal computer 31 04 comprises a control section 31 30 for cqntrolling the operation of the 
personal computer 3104, a bus encryption decipher key table memory 3115 for storing a plurality of bus encryption 
decipher keys tiierein, a decipher key status table memory 31 1 6 for storing data of a plurality of decipher key statuses 
(Indicating a recording status or condition of a plurality of decipher key status, more concretely indicating non-usage or 
unused, area reservation, key recorded, reserved or the like) corresponding to the above-mentioned plurality of bus 

45 encryption decipher keys, an interface 3121 connected to tiie interface 3120 or the optical disk apparatus 3102 via tiie 
SCSI bus 31 52 where tiie Interface 31 21 carries out processes such as transmission and reception of the data and the 
signals as well as signal conversion and protocol conversion, and an Interface 3122 connected to the interface 3123 of 
the decoding apparatus 3103 and the interface 3124 of the encoding apparatus 3101 via the PCI bus 3151 where the 
interface 31 22 canies out processes such as transmission and reception of the data or the signals as welt as signal con- 

50 version and protocol conversion. In addition, ttie decoding apparatus 3103 comprises an Interface 3123 connected to 
the interface 31 22 of the personal computer 31 04 where the interface 31 23 cames out proc^ses such as the transmis- 
sion and the reception of the data or the signals as well as signal conversion and protocol conversion, a bus decrypting 
circuit 31 17 for bus-decrypting or bus-decoding the encryption decipher key received by the interface 3123, a decipher 
key memory 31 16 for storing the decipher key therein, and a decryption circuit 3141 for decrypting or coding the data 

55 of tiie encrypted content received by the interface 3123 using the decipher key of the decipher key memory 31 18 as 
well as generating an image signal or a speech sound signal by carrying out the decoding process of ttie MPEG format, 
where the generated image signal and speech sound signal are outputted to a display apparatus 3105. 
[0193] in the encoding apparatus 3101 of this optical disk system, tiie encoding circuit 3132 encodes the data of 
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the content such as the AV data stored or Inputted to the content memory 3131 In a form of MPEG fonnat, and the 
encrypting circuit 3134 encrypts the data of the above encoded content using the cipher key within the encrypting key 
memory 3133 which Is generated to avoid an in'egular usage of the content on a personal computer 3104, and then, 
and transmits the data of the encoded content to the optk^al disk apparatus 3102 via the interfiace 3124 and the per- 

5 sonai computer 3104. In this case, the data of the encrypted content Is transmitted to the recording and reproducing 
circuit 3119 via the PCI bus 3151, the interface 3122 and the interface 3121 of the personal computer 3104 and the 
interface 3120 of the optical disk apparatus 3102 from the interface 3124 of the encoding apparatus 3101. Then the 
data of the encrypted content is recorded on the optical disk 3100 by the recording and reproducing drcutt 311 9 of the 
optical disk apparatus 31 02. Also, the recording and reproducing circuit 31 1 9 of the optical disk apparatus 31 02 repro- 

70 duces the data of the encrypted content recorded on the optical disk 3100. and then, transmits the data of the repro- 
duced encrypted content to the decrypting circuit 3141 via the interface 3120, the Interface 31 21 and the interface 3122 
of the personal computer 3104 and the interface 3123 of the decoding apparatus 3103. The decrypting circuit 3141 of 
the decoding apparatus 31 03 decrypts the encryption for the data of the encrypted content, and canles out a decoding 
process of MPEG fomiat, then outputs an image signal or a speech sound signal of the decoded content to a display 

75 apparatus 31 05 and a speaker apparatus (not shown), respectively. 

[0194] The encryption circuit 3134 of the encoding apparatus 3101 canies out the encryption for the data of the 
encoded content in a form of MPEG fomnat using the cipher key within the cipher key memory 3133. and at the same 
time, generates and stores the decipher key required upon reproduction in the decipher key memory 31 11 . Although It 
is necessary to record the data of the encoded content and the decipher key on the optical disk 3100, in the case that 

20 the decipher key Is handled as plain text on the personal computer 3104, there is such a possibility that the decoding 
of the data of the encrypted content may become easy by reading out the decipher key from the optical disk 3100. In 
order to avoid this mutual authorization is can-led out between the encoding apparatus 3101 and the optical disk appa- 
ratus 3102 and a bus encryption is carried out using a bus key mutually shared. 

[0195] That is to say, more concretely, the decipher key stored in the decipher key memory 31 1 1 is encrypted by a 

25 bus encryption circuit 31 12 of the encoding apparatus 3101, and thereafter, the encrypted decipher key is stored in a 
bus encryption decipher key table memory 31 15 of the personal computer 3104 via the interface 3124, the PCI bus 
3151 and the interface 3122. On the other hand, in the bus encrypting and decrypting circuit 31 14 of the optical disk 
apparatus 31 02. ttie decoding of the encrypted decipher key which is reproduced by the recording and reproducing cir- 
cuit 3119 from the optical disk 3100 is carried out, and thereafter, the decipher key which has been decrypted or 

30 decoded is stored In a decipher key table memory 3113. Also, the bus encrypting and decrypting circuit 31 1 4 receives 
and bus-decrypts, for example, the updated and bus-encrypted decipher key via the interface 3121 . the SCSI bus 3152 
and tiie interface 3120 from the bus encryption decipher key table memory 31 15, and stores the bus-decrypted ded- 
pher key In the decipher key table memory 31 13. Thereafter, the bus-decrypted dedpher key is recorded on the optical 
disk 31 00 by the recording and reproducing circuit 3119. 

35 [0196] After the decipher key status table Is reproduced from the optical disk 31 00 by the recording and reproducing 
circuit 31 1 9, the decipher key status table is transferred to and stored in the decipher key status table memory 31 1 6 via 
the interface 3120. tiie SCSI bus 3152 and \he interface 3121 . In addition, tiie decipher key status table updated by tiie 
personal computer 3104 is read out from tiie decipher key status table memory 31 16, and then. Is transferred to the 
recording and reprodudng circuit 3119 via the interface 3121, the SCSI bus 3152 and tiie interface 3120. Thereafter, 

40 the recording and reproduced circuit 3119 records the received dedpher key status table on the optical disk 3100. 
Accordingly, only the encrypted dedpher key Is handled on the personal computer 3104, whteh is located in the middle, 
by using the encryption dedpher key table 3115 and the dedpher key status table memory 3116, and this leads to 
establishment of more security. 

[0197] Can7lng out a bus-encryption of the decipher key in the same way between the optical disk apparatus 3102 
45 and the decoding apparatus 31 03 leads to establishment of more security. That is to say, the bus decrypting circuit 31 1 7 
of the decoding apparatus 3103 bus-decrypts or bus-decodes the encrypted decipher key received from the personal 
computer 3104 via the Interfiace 3123, and stores the bus-decrypted decipher key in ttie dedpher key memory 3118. 
The decrypting circuit 3141 decrypts the data of tiie encrypted content using the dedpher key stored In the decipher 
key memory 3118. 

so [0198] As shown In the above-mentioned seventh prefen-ed embodiment, in the case that tiie decipher key for 
decrypting the data of the encrypted content on tiie optical disk 3100 is recorded in ^ form of table, the decipher key 
table reproduced by tiie optk:al disk apparatus 31 02 is bus-encrypted by tiie bus encrypting and decrypting circuit 31 1 4. 
and thereafter, the data of the bus encrypted decipher key table is transfenred to the bus encrypted decipher key table 
memory 31 1 5 of the personal computer 3104 via tiie interface 31 20, and is stored therein. When the data of the content 

55 is recorded, the personal computer 31 04 searches by retrieving an empty area of the decipher key table from the deci- 
pher key status table recorded In tiie optical disk 3100 in a form of plain text, and ttien. the bus encrypted decipher key 
transferred from the encoding apparatus 3101 is allocated to the searched empty area. In this case, when such an 
encryption as completing with tiie decipher key unit as a bus encryption (for example, a block encryption with a unit of 
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decipher key length), it is not necessary to decrypt and re-encrypt the decipher upon allocation thereof to the deci- 
pher key block. 

[0199] Since the decipher key table and the decipher key status table transferred and stored among the optical disk 
apparatus 3100, the optical disk apparatus 3102 and the personal computer 3104 are one piece of block data, respec* 

5 tively, they can be called a block data 

[0200] In the case when the content is reproduced, only the decipher key required for decrypting of the content 
desired to be reproduced from the decipher key block reproduced from the optical disk apparatus 3102 is retrieved and 
taken out from the bus encrypted decipher key table memory 3115. and the taken dedpher key is transfen^d to and 
stored in the decipher key memory 31 18 via the bus decrypting circuit 31 17 of the personal computer 3104 and the 

10 decoding apparatus 3103. Then the decrypting circuit 3141 receives encrypted AV data reproduced from the optteal 
disk 3100 by the recording and reproducing circuit 31 19 of the optteal disk apparatus 3102 via the personal computer 
31 04 and the interface 3123, and thereafter, the received encrypted AV data is decrypted using the decipher key within 
the decipher key memory 31 18, and the decrypted data is outputted as an Image signal and a speech sound signal In 
this case, in a manner similar to that of above described case, when the content is recorded, it is not necessary to 

15 decrypt and re-encrypt the decipher key when the decipher key is taken out from the decipher key block when such an 
encryption as completing with a unit of decipher key as a bus encryption (for example, a block encryption with a unit of 
decipher key length). Furthemnore, when the size of the decipher key is enlarged, the expansion of the decipher key 
area such as allocating a plurality of decipher keys can be carried out easily and safely on the personal computer 3104 
without changing any configuration of the optical disk apparatus 3102. 

20 

TENTH PREFERRED EMBODIMENT 

[0201] Rg. 37 is a block diagram showing a configuration of a user data area on an optical disk, a configuration of 
an optical disk recording apparatus for encrypting content and recording encrypted content in the user data area, and 
25 a configuration of an optical reproducing apparatus for decrypting an encrypted content from data in the user data area, 
according to a tenth preferred embodiment of the present invention. This tenth prefen-ed embodiment is characterized 
in that the configuration of the optical disk recording apparatus is added to that of the sixth preferred embodiment, and 
the configuration thereof will be described In detail. 

[0202] In the optical disk recording apparatus, in order to enhance the intensity of the encryption so as not to have 
30 a constant encryption result, after obtaining or acquiring a content dedpher key by perfonning a predetermined key 
conversion on the inputted dpher key such as multiplication, division or an operation (calculation), using a predeter- 
mined weighting coefficient by the key converter 21 19 using the decipher key convereion data which is the information 
in the content, the data of the content is encrypted fcyy using tiie content dedpher key 

[0203] That is to say, when the content Is recorded, the data of the content and the dpher key for encrypting the 
3S data of the content are inputted to the optical disk recording apparatus. In tills case, tiie data of the content are Inputted 
to the key converter 21 19 and the encrypting device 2120, and the cipher key is inputted to the key encrypting device 
21 1 8 and the key converter 21 1 9. The key converter 2119 perfonms an operation or calculation of a predetermined key 
conversion on the above-mentioned inputted cipher key, using the first and the second decipher key convereion data 
21 1 5 and 21 1 6, which are respectively part of the infomnation in the content, and then, generates and outputs a content 
40 decipher key to the encrypting device 21 20. Then the encrypting device 21 20 encrypts the data of the above-mentioned 
inputted content using the above-mentioned content decipher key, and then, records the encrypted content in an AV 
data recording sector 21 52 within the user data area 2150 on the optical disk. 

[0204] In this case, as the decipher key convereion data used in the optical disk reproducing apparatus are utilized, 
the second decipher key conversion data 21 16, which is the information in the AV data and whk:h is generally different 

45 In a unit of sector, copy generation management information included in the sector in whteh control Information Is 
recorded, and the first decipher key conversion data 2115 which is copy control information including an analog macro- 
vision control flag. By utilizing the fomier second dedpher key convereion data, it becomes possible to recover the con- 
tent decipher key for encrypting the data of the content for each sector by the key converter 21 13 in accordance with 
the content of the second dedpher key conversion data. Also, since the latter first decipher key conversion data is data 

50 for which in^egutar utilization can be easily detected upon falsification, such an advantageous effect can be obtained that 
it can readily be possible to prevent the data of the content from being decrypted when the first decipher key convereion 
data is falsified. More concretely, the cipher key Is converted into a decipher key though a predetermined convereion 
operation using the data in the reproduction control recording sector for recording reproduction control information used 
for reproduction control of the AV data as the firet decipher key convereion data, and the converted decipher key is used 

55 as a content decipher key in the encrypting device 2120. In addition, by performing a predetermined convereion oper- 
ation or calculation on the cipher key using the two pieces of decipher key convereion data Including the first decipher 
key convereion data, which is data in the reproduction control recording sector, and tiie second decipher key convereion 
data, which is a part of non-encrypted content In the sector for recording the encrypted content therein, another content 
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decipher key is calculated which may be used as a content decipher key In the encrypting device 2120. 
[0205] On the other hand, the key encrypting devtee 211 8 encrypts the above inputted cipher key using a disk key 
inputted in the same way as that of the optical disk reproducing apparatus, and generates the encrypted decipher key. 
As compared with the size of this encrypted decipher key, each of the decipher key areas 2106 and 2109 In the sector 

5 header area is smalt, therefore, the data divider 2121 divides the encrypted decipher key into a plurality of divided deci- 
pher keys, and then, records the respective divided decipher keys into different decipher key areas 2106 and 2109. In 
an example of Rg. 37, the encrypted decipher key is divided Into two encrypted divkied decipher keys, which are then 
recorded in the decipher key areas 21 06 and 2109 of two continues sectors. In this case, since the decipher key of a 
cipher key is encrypted by the key encrypting device 21 1 8, the security Intensity of the encryption for the cipher key can 

10 be enhanced. 

[0206] When the content is reproduced, the key converter 21 1 3 perfbmis an operation or calculation of a predeter- 
mined key conversion on the decipher key from the key decrypting device 2112, using information of the above-men- 
tioned first decipher key conversion data 2115 and the second decipher key converBion data 2116 to generate the 
content decipher key, which is then outputted to the decrypting device 21 1 4. Also, the decrypting device 21 14 decrypts 
75 the data of the encrypted content using this content decipher key to obtain the decrypted content in this case, the key 
converter 21 13 may perform an operation or cateulatlon of a predetermined key conversion on the decipher key from 
the key decrypting device 2112 using only the Information of the first decipher key conversion data 2115. 

ELEVENTH PREFERRED EMBODIMENT . 

20 

[0207] Rg. 38 Is a block diagram showing a configuration of a user data area on an optk:al disk, a configuration of 
an optbal disk recording apparatus for encrypting content and recording encrypted content In the user data area, and 
a configuration of an optical disk reproducing apparatus for decrypting an encrypted content from the data of the user 
data area, according to an eleventh prefen-ed embodiment of the present invention. This eleventh preferred embodi- 
es ment is characterized in that the configuration of the optical disk recording apparatus is added to that of the seventh 
prefen^ed embodiment, and the conflguratton thereof will be described In detail. 

[0208] Refemng to Fig. 38, the optical disk recording apparatus comprises a key encrypting devk:e 2118 for 
encrypting a cipher key using a predetennined disk key In the same way as that of the tenth preferred embodiment 
shown in Fig. 37, a key converter 2119 for operating or calculating a content decipher key through an operation of a 
30 predetermined key conversion on the cipher key by using the first and the second decipher key conversion data 21 15 
and 21 1 6 in the content, and an encrypting devtee 2120 for encrypting the content using the above-mentioned content 
decipher key. In this case, the decipher key outputted from the key encrypting devrce 21 18 is recorded in the main data 
area 2102 within the lead-in area 2401. On the other hand, the optical disk reproducing apparatus comprises a key 
decrypting devtoe 21 12, a key converter 21 13, and a decrypting device 21 14 In the same way as that of the seventh 
3S prefered embodiment shown In Rg. 29. In this case, the decipher key recorded in the main data area 2102 within the 
lead-in area 2401 is read out and is inputted to the key decrypting devtoe 21 12, which then decrypts the decipher key 
using a predetermined disk key and outputs the decrypted decipher key to the key converter 21 13. Also, the key con- 
verter 21 13 performs an operation or calculation of a predetermined key conversion on the decipher key from the key 
decrypting device 211 2 by using the first and the second decipher key conversion data 21 1 5 and 21 1 6 to calculate the 
40 content decipher key, which is outputted to the decrypting device 21 14. 

ADVANTAGEOUS EFFECTS OF SIXTH TO NINTH PREFERRED EMBODIMENTS 

[0209] As described at)ove, an optical disk of recording type according to the present prefemed embodiments 
45 divides and records the decipher key into decipher keys of the decipher key areas having a predetermined size 
. anBnged in the sector header area, or records the decipher key having a variable length in the decipher key area indi- 
cated by the key Index area an^nged In the sector header area, and then, an optical disk of recording type whteh can 
utilize a decipher key of an arbitrary or free length regardless of a decipher key area of a size prescribed in the sector 
header area can be provided. Therefore, in accordance with the copyright protection level for the recorded content It 
50 becomes possible to utilize the encryption using an arbitrary key length. 

MODIFIED PREFERRED EMBODIMENTS 

[0210] In the above-mentioned prefen-ed embodiments, the above-mentioned disk identifk:ation information Is pref- 
55 erabty constituted by pre-pits which are non-rewritable, and the above-mentioned disk klentification information has 
preferably a region identifier for representing a region in whteh the optk:at disk Is used. Also, the above-mentioned disk 
identifteation information has preferably a data category identifier representing a type, dass or kind of content whk:h is 
recordable and reproducible on the optical disk. In addition, the above-mentioned disk identification infomiation Is, pref- 
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erably, encrypted using a secret key, and recorded in the disl< identification information area upon manufacturing. Fur- 
themriore, the above-mentioned disk identification information preferabty includes data for representing a type, class or 
kind of data which is recordable in the data recording and reproducing areas, or a type, dass or kind of data which is 
reproducible from the data recording and reproducing area. 

5 [0211] In the above-mentioned pretended embodiments, the above-mentioned optteal disk preferably have a sector 
area for data of content therein, and a descramble area management table for managing the con^esponding relationship 
with the descramble key. The key management information area preferably includes a descramble key area for record- 
ing a descramble key encrypted using disk identification information as a key, a key information area having a descram- 
ble key status area for representing a recording status or state of the descramble key, a content information area for 

10 recording therein key information used upon reproduction of the content recorded on the disk, and a key index area for 
recording ttierein a pointer for referring to a descramble key required for reproduction of the content In addition, in the 
sector recording the data of the content, there are recorded preferably the data of the above content, and a pointer for 
indicating an area for recording the descramble key therein. 

[0212] In the above-mentioned preferred embodiments, a reproducing circuit of the disk identification information of 

75 the optical disk recording and reproducing apparatus preferably comprises a circuit for decrypting disk identification 
infomnation which has been encrypted using a secret key. Also, in the optical disk recording and reproducing apparatus, 
the data encrypted with the disk identification infomnation as a key are preferably data of content such as image data 
and music data. In addition, the disk identifk»tion information preferably represents a type, class or kind of data which 
is recordable in the data recording and reproducing area, and the reproducing circuit of the disk identification infomna- 

20 tion determines whether or not the data is of recordable content by the type, class or kind of the above-mentioned data! 
Furthermore, the data which is decrypted using the disk identification information as a key is preferabty data of the con- 
tent such as image data or music data. Also, the disk identification information preferably represents a type, class or 
kind of data which is reproducible from the data recording and reproducing area, and the reproducing circuit determines 
whether or not the data is of reproducible content based on the type, class or kind of the above-mentioned data. 

25 [0213] In the above-mentioned preferred embodiments, the recording circuit of the content preferabty records data 
of content such as encrypted image data and music data and the descramble key for decoding or decrypting encryption 
of the data of the above-mentioned content, in the same sector. Also, the reproducing circuit of the content preferably 
reproduces data of content such as encrypted image data and music data and the descramble key for decoding or 
decrypting encryption of the data of the above-mentioned content from the same sector. 

30 [0214] in the above-mentioned prefen'ed embodiment, a dncuit or a method for attocating key areas preferably 
arranges a flag for reserved area in a descramble key status area for representing a recorded status of the descramble 
key, records information with respect to a key used upon reproduction of the data of the content, and records a key index 
for representing a recording area of the descramble key allocated for the data of the content Also, a dncuit or a method 
for an^nging the descramble key preferabty reproduces an index of a descramble key area used in the content from the 

35 content information area, arrange a descramble key into a descramble key area indicated in a key index corresponding 
to the recorded descramble key, and arrange a flag of recorded information in a descramble key status area indicated 
in the key index corresponding to the recorded descramble key. 

[021 5] In the above preferred embodiment, the optical disk reprodudng apparatus preferabty reproduces disk Iden- 
tification information, searches whether or not content is reprodudble, reproduces key management information, repro- 
40 duces a sector in which data of content such as image data or music data have been recorded, and acquires a 
descramble key from the reproduced sector, in addition, preferably, the data of the reproduced content is descrambled 
by the descramble key, and the descrambled data is outputted. 

[021 6] In the above-mentioned preferred embodiments, the method for recording data of content preferably records 
encrypted content so as to be able to be decoded and reproduced through an operation or calculation using at least the 
45 above-mentioned second disk infonnation, when the content is recorded in the user data area of an optical disk having 
a first infonnation area for recording first disk information therein, a second information area for recording therein sec- 
ond disk Information for identifying individual disks and the user data area for recording infomiation by inadiating a light 
beam onto the user data area. 

[0217] In the above-mentioned preferred embodiments, the method for recording data of content is preferably to 
so encrypt and record infonnation so as to be decoded and reproduced by an operation or calculation using at least the 
second disk information and the key information, when recording the content in the above-mentioned user data area of 
the optical disk having a first information area for recording first disk information therein, & second information area for 
recording therein second disk information for identifying individual disks, a user data area for recording information by 
irradiating a light beam onto tiie user data area, and a key Information recording area for recording key infonnation for 
55 decode or decrypting content encrypted and recorded within the user data area. 

[0218] In the above-mentioned preferred embodiments, dummy data is recorded in a sector of an optical disk hav- 
ing a decipher key area for recording a plurality of divided decipher keys in a plurality of continuous sectors, preferably 
in the main data area in which a data size Induding the AV data is less than (main data size) x (number of divided deci- 
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pher keys). Also, in the ECC block, the sector having a decipher key area for recording divided decipher keys divided 
into a plurality of continuous sectors is recorded (ECC block unit)/(number of divided decipher keys) times, and the 
dummy data is recorded In the main data area In whteh data size including AV data is less than (main data size) x (ECC 
block unit). 

5 [0219] In the above-mentioned prefen^ed embodiments, a decipher key for decrypting encryption which has been 
perfomned on data including the AV data is preferably divided into a plurality of divided decipher keys with a predeter- 
mined size, and the plurality of divided decipher keys are recorded In a plurality of decipher key areas in which decipher 
key table continues. Also, the above-mentioned decipher key table is preferably recorded in the main data area within 
the rewritable lead-in area. In addition, infomiation for representing a the recording status or state of the decipher key 

70 table is preferably recorded in each decipher key area of the decipher key table as a fixed value. Furthermore, the deci- 
pher key table is recorded a plurality of times in the above-mentioned different ECC blocks arranged in the inner and 
the outer peripheries of the optical disk. 

[0220] In the above-mentioned prefen^d embodiments, the encoding apparatus 31 01 of a data encrypting appara- 
tus, and the optk:al disk apparatus 3102 of an optical disk recording and reproducing apparatus, preferably share the 
IS bus key in a mutual authorization system. Also, the decoding apparatus 31 03 of a data decoding apparatus, and an opti- 
cal disk apparatus 31 02 of an optical disk recording and reproducing apparatus, preferably, share the bus key in a cross 
authenticating system. 

[0221] Although, in the above-mentioned preferred embodiment, an optical disk of recording type whteh can record 
data, and which is either write-once type or rewritable type including a RAM type or non-rewritable opfical disk, is 

20 described, the present invention is not limited to this. The present invention can be applied for read-only type optteal 
disk which can read out and reproduce the previously recorded data but can not newly record data. In the case of a 
read-only type optical disk, the data recording and reproducing area can be replaced with the data reproducing area 
which reads out and reproduces the data, and the data of the content or the data of other various control Information is 
previously recorded upon manufacturing. In this case, the optical disk of recording type includes CD-R, CD-RW, MO, 

25 MD, DVD-RAM and so forth. The read-only type optical disk includes music CD, CD-ROM, DVD-ROM and so forth. 

ADVANTAGEOUS EFFECTS OF THE INVENTION 

[0222] As described above In detail, according to an optical disk of the present Invention, disk identification Infbr- 
30 matlon using which recording operation and reproducing operation are perfomned for each optical disk is recorded In a 
produce-only area which is non-rewritable, the recording operation and the reproduction operation of the content onto 
or from the optical disk can be controlled by the user, utilizing the information recorded upon manufacture of the optical 
disk. 

[0223] Also, according to an optical disk of the present Invention, data, which has been encrypted using the read- 
as only disk identification information which Is Impossible to be rewritten, as a key, Is recorded in the user data area of the 
optical disk, and therefore, even in the case that the user data area is copied onto another optical disk of recording type 
by the user, the disk identifbation information can not be copied so that correct decryption and reproduction of the data 
becomes impossible. 

[0224] In addition, according to an optical disk of the present Invention, encrypted data and a descramble key for 

40 decrypting encryption are recorded in sector areas different from each other, and It becomes possible to acquire data 
such as movies and musk: required for copyright protection and to acquire a descramble key for descrambling encryp- 
tion Independently. Moreover, by encrypting and recording the descramble key using the disk identification information 
as a key, the disk identification information can not be copied, whtoh makes it impossible to correctly record and repro- 
duce the data even if the user data area is copied onto another optical disk of recording type by the user. By acquiring 

45 and recording the descramble key which has been encrypted using the disk Identification Infonmation of the optteal disk 
onto which the data are copied as a key. this makes It possible to correctly record and reproduce the data. 
[0225] Moreover, an optteal disk according to the present invention comprises a first information area for recording 
a first disk infomiation therein, a second information area for recording a second disk information for identifying individ- 
ual disks, and a user data area for recording Information by Irradiating a light beam onto the user data area. Accordingly, 

50 by adding information for identifying the above-mentioned optteal disk to an optteal disk according to the prior art, the 
management of optical disks can easily be implemented. In this case, the above-mentioned second information area is 
preferably recorded In the above-mentioned first infomnation area, and data of the second information area can be 
reproduced by an optical ptek up for reproducing the above-mentioned first information area. Also, the above-mentioned 
second infomiation area is recorded by partially eliminating or removing a recording film within the above-mentioned 

55 first information area, so that a plurality of trimming areas having an elongated shape in the radius direction are formed, 
and this leads to that easy falsification of the above-mentioned second disk Infomiation can be prevented. 
[0226] In addition, according to an optteal disk of the present invention, a decipher key is divided into a plurality of 
divided decipher keys which are then allocated In dedpher key areas each having a predetermined size arranged in the 



35 



EP 1 058 254 A2 

sector header area, or a decipher key is recorded In the decipher key areas indk:a!ed by an key index area arranged in 
the sector header area This leads to that an optical disk of recording type can be provided which can utilize the ded* 
pher key having an arbitrary or free length, independently of the decipher key area having a prescribed size in the sector 
header area. Therefore, it becomes possible to use an encryption using an arbitrary key length in accordance with the 
5 level of copyright protection level for recorded content 

[0227] Although the present invention has been fully described in connection with the preferred embodiments 
thereof with reference to the accompanying drawings. It Is to be noted that various changes and modifications are 
apparent to those skilled in the art. Such changes and modifications are to be understood as Included within the scope 
of the present invention as defined by the appended claims unless they depart therefrom. 

10 

Claims 

1 . An optical disk of recording type on which data is recordable, Including: 

IS a data recording and reproducing area for recording data therein and reproducing data therefrom; and 

a read-only disk Identification information area for recording disk identification information for Identifying said 
optical disk therein. 

2. The optical disk as claimed in claim 1 , 

20 wherein said disk identification Infomriation is formed by removing a reflection film formed on the optical disk in a 
strip shape. 

3. The optical disk as claimed In claim 1 , 

wherein said disk identification Information includes an inherent disk identifier for each optical disk. 

25 

4. The optical disk as claimed in claim 1 , 

wherein said data recording and reproducing area includes an area for recording therein encrypted data, which is 
encrypted using Infomiatlon Including said disk identification information for identifying said optical disk as a key. 

30 5. The optical disk as claimed in claim 4, 

wherein said encrypted data includes content data which is at least one of image data and musk: data. 

6. The optical disk as claimed in claim 4 or 5, 

wherein said encrypted data Includes a descramble key for decrypting a cipher which has been perfonmed on con- 
as tent data. 

7. The optical disk as claimed in claim 4 or 5, wherein said encrypted data includes: 

(a) a descramble key for decrypting a dpher which has been performed on content data, and 
40 (b) an error detection code for detecting an en'or in the descramble key. 

8. An optical disk of recording type on which data is recordable. 

wherein said optical disk includes a data recording and reproducing area for recording data therein and reproduc- 
ing data therefrom, and 

45 wherein said data recording and reproducing area includes an area for recording therein, content data which is at 
least one of encrypted image data and encrypted musk: data, and a descramble key for decrypting a cipher whteh 
has been performed on the content data. 

9. The optical disk as claimed in claim 8, 

so wherein said content data and said descramble key are recorded in the same sector. 

10. The optical disk as claimed In claim 8, 

wherein said content data and said descramble key are respectively recorded in sectors different from each other. 

55 11. The optical disk as claimed in claim 1 0, 

wherein a pointer for pointing an area for recording the descramble key therein Is recorded in tiie sector In whteh 
the content data is recorded. 
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12. An optical disk of recording type on which data is recordable, including: 

a read-only disk identifteation information area for recording therein disk identification infonnation for identifying 
said optical disk; 

5 a data recording and reproducing area for recording therein and reproducing therefrom, content data including 

at least one of encrypted Image data and encrypted musk: data; emd 

a key management infonnation area for recording therein, key infomiation used when reproducing the content 
data, and a descramble key which is encrypted using the disk identification information as a key. 

10 13. An optk:al disk recording and reproducing apparatus for controlling at least one of: 

(a) a recording operation for recording data in a data recording and reproducing area of an optteal disk of 
recording type on which data Is recordable, and 

(b) a reproducing operation for reproducing data from the data recording and reproducing area, 

IS wherein said optical disk includes a disk identiftoation information area for recording therein disk identification 

infonnation for identifying said optical disk, and 

wherein said optical disk recording and reproducing apparatus comprises; 

reproducing means for reproducing said disk identification infomnatlon from said disk identification infonnation 
area; and 

20 control means for judging whettier or not at least one of tiie recording operation and the reproducing opemtion 

is perfomried based on the reproduced disk identification infonnation. and for controlling said opVical disk 
recording and reproducing apparatus to perfomi at least one of the recording operation and the reproducing 
operation In response to a judgment result. 

2S 14. An optical disk recording apparatus for recording content data on an optteal disk of recording type on which data is 
recordable, 

wherein said optical disk includes an area for recording a disk identification infomiation area for identifying said 
optical disk, and 

wherein said optical disk recording apparatus comprises: 

30 

reproducing means for reproducing the disk identification infonnation from the disk identification information 
area, and 

recording means for recording at least partially encrypted data on the optical disk, using the reproduced disk 
identification Information as a key. 

35 

15. The optical disk recording apparatus as claimed in claim 14, 

wherein said encrypted data includes a descramble key for decrypting a cipher whksh has been performed on ttie 
content data. 

40 16. The optical disk recording apparatus as claimed in claim 14, 

wherein said encrypted data includes a descramble key for decrypting a dpher whteh has been performed on tiie 
content data, and an en^r detection code for detecting an error In the descramble key. 

17. An optical disk reproducing apparatus for reproducing content data from an optk»il disk of recording type on which 
45 data Is recordable, 

wherein said optical disk includes a disk identification infonnation area for recording therein disk identification infor- 
mation for identifying said optical disk, and 
wherein said optical disk reproducing apparatus comprises: 

so reproducing means for reproducing said disk Identification information from said disk identification information 

area, and / 

decrypting means for decrypting at least partially encrypted data using the reproduced disk identification infor- 
mation as a key after reproducing said at least partially encrypted data from said optical disk. 

55 18. The optical disk reproducing apparatus as claimed in daim 17, 

wherein tiie data to be decrypted Includes a descramble key for decrypting a cipher which has been performed on 
the content data. 



37 



EP1058 254A2 

19. The optical disk r^roduclng apparatus as claimed in claim 1 7, 

wherein the data to be decrypted includes a descramble key for decrypting a cipher which has been performed on 
the content data, and Em error detection code for detecting an error In the descramble key, and 
wherein said decrypting means detects an error included in said descramble key based on said error detecdon 
5 code. 

20. An optical disk recording apparatus for recording content data on an optical disk of recording type on which data is 
recordable, comprising: 

10 recording means for recording on said optical disk, encrypted content data and a descramble key for decrypt- 

ing a cipher which has been performed on the content dat& 

21. The optical disk recording apparatus as claimed in claim'20. 

wherein said recording means records the encrypted content data in a predetennined first sector, and records the 
15 descramble key in a second sector different from the first sector 

22. The optical disk recording apparatus as claimed In claim 21 , 

wherein said recording means records a pointer for pointing ah area of the second sector In which the descramble 
key Is recorded, in the first sector In whtoh the encrypted content data Is recorded. 

20 

23. An optica) disk reproducing apparatus for reproducing content data from an optteal disk of recording type on which 
data is recordable, comprising: 

reproducing means for reproducing encrypted content data and a descramble key for decrypting a cipher which 
25 has been performed on the content data, from the optical disk. 

24. The optical disk as claimed in claim 23, 

wherein said reproducing means reproduces the encrypted content data from a first sector of the optical disk, and 
reproduces the descramble key from a second sector of the optical disk different from the first sector. 

30 

25. The optical disk as claimed In claim 24, 

wherein said reproducing means reproduces a pointer for pointing an area of the second sector from which the 
descramble key is reproduced, from the first sector In which the encrypted content data is recorded. 

35 26. An optical disk recording apparatus for allocating and recording infomiation about a descramble key required for 
encrypting data content, Into a key management information area of an optical disk of recording type on whk:h data 
is recordable, comprising: 

acquiring means for acquiring Information about the descramble key required for content data to be recorded; 
40 and 

allocating means for reproducing the Infomfiation about the descramble key which Is recorded in the key man- 
agement Infomiation area, and for allocating an area for recording a descramble key to be recorded, wittiin the 
key management Infomnatlon area, based on the reproduced descramble key and the acquired infomiation 
about the descramble key. 

45 

27. An optteal disk recording apparatus for recording information about a descramble key required for encrypting con- 
tent data in a key management infomiation area of an opttoal disk of recording type on whtoh data is recordable, 
comprising: 

so acquiring means for acquiring a descramble key required for reproducing content data; and 

recording means for reproducing infomiation about the descramble key which is recorded In the key manage- 
ment information area, and recording the acquired descramble key so as to allocate the same acquired 
descramble key witiiin the key management information area, based on the reproduced Infbmnation about the 
descramble k^. 

55 

28. An optical disk recording apparatus for recording content data on an optical disk of recording type on which data Is 
recordable, 

wherein said optical disk Includes a disk Identification Information area for recording therein disk Identification Infbr- 
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mation for identifying the optical disk; and 

wherein said optical disk recording apparatus connprises: 

reproducing means for reproducing the disk ideiitiltoation Information for identifying said optical disk from the 
5 disk identifteation information area; 

judging means for judging whether or not content data can be recorded on the optical disk based on the repro- 
duced disk identification information; 

allocating means for allocating an area for recording a descremrible key required for encrypting the content data, 
within tiie key management infomiatlon area of said optical disk when judging that the content data can be 
70 recorded on the optical disk; and 

recording means for recording a key index for indicating an area for recording a descramble key of content data 
to be recorded, in the same sector as the sector in whtoh the content data to be recorded is recorded. 

29. An optical disk reproducing apparatus for reproducing a descramble key from a key management information area 
15 of an optical disk of recording type on which data is recordable, 

wherein said optical disk includes a disk identification infonnation area for recording therein disk identification infor- 
mation for identifying said optical disk, 
wherein said optical disk reproducing apparatus comprises: 

20 first reproducing means for reproducing data from said key management information area; 

judging means, based on the reproduced data In a sector area within the key management infonnation area, 
for judging whether or not the data in said sector area is scrambled; 

second reproducing means for reproducing a key index whk:h is recorded In the same sector area as the sector 
area in which the data in the sector area is recorded when judging that the data in the sector area is scrambled, 
25 and reproducing a descramble key from a descramble key area indicated by the reproduced key index; 

tiiird reproducing means for reproducing the disk Identification information from the disk Identification informa- 
tion area; and 

decrypting means for reproducing the descramble key by decrypting the reproduced and encrypted descram- 
ble key using the reproduced disk identification information as a key. 

90 

30. The optical disk as claimed in claim 29, 

wherein an en'or detection code is given to the decrypted descramble key, and 

wherein said decrypting means judges whetiier or not tiiere is an error in tiie decrypted descramble key, based on 
the error detection code which is given to the decrypted descramble key, and judges whether or not the decrypted 
35 descramble key should be reproduced based on a judgement result. 

31. An optk:al disk recording and reproducing method for controlling at least one of: 

(a) a recording operation for recording data into a data recording and reproducing area of an optical disk of 
40 recording type on which data is recordable, and 

(b) a reproducing operation for reprodudng the data from the data recording and reproducing area, 
wherein said optteal disk Includes a disk identification inforrnation area for recording therein disk identification 
information for identifying said optical disk, and 

wherein said method includes the steps of: 
45 reproducing the disk identification information from the disk identification information area; and 

judging whether or not at least one of the recording operation and the reproducing operation is performed 
based on the reproduced disk identification Information, and controlling the recording operation and the repro- 
ducing operation to perfomi at least one of the recording operation and the reprodudng operation based on a 
judgement result 

50 

32. An optical disk recording method for recording content data on an optical disk of recording type on which data is 
recordable, 

wherein said optical disk includes a disk hJentifteation infomiation area for recording therein disk identification infor- 
mation for Identifying said optical disk, and 
55 wherein said method indudes the steps of: 

reproducing disk identification information from the disk identification information area; and 

recording at least partially encrypted data on the optical disk, using the reproduced disk Identificatloh infomna- 
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tion as a key. 

33. An optical disk reproducing method for reproducing content data from an optical disk of recording type on which 
data is recordable, 

5 wherein said optical disk indudes a disk identification information area for recording therein disk identification infor- 
mation for Identifying said opftcal disk, and 
wherein said method Includes of the steps of: 

reproducing the disk Identification infbmfiatlon from the disk identification infonnation area; and 
10 decrypting at least partially encrypted data using the reproduced disk identification Information as a key, after 

reproducing said at least partially encrypted data. 

34. An optical disk recording method for recording content data on an optical disk of recording type on which data is 
recordable, including the steps of: 

IS 

recording encrypted content data and a descremble key for decrypting a cipher whteh has been perfomied on 
the content data, on said optical disk. 

35. An optical disk reproducing method for reproducing content data from an optical disk of recording type on which 
20 data is recordable, including the steps of: 

reproducing encrypted content data and a descramble key for decrypting a cipher whteh has been perfomied 
on the content data, from said optical disk. 

25 36. An optical disk recording method for allocating and recording infonnation about a descramble key required for 
encrypting content data into a key management infomnation area of an optical disk of recording type on which data 
. is recordable, including the steps of: 

acquiring information about a descramble key required for content data to be recorded; and 
30 reproducing infomnation about the descramble key which is recorded in the key management infonnation area, 

and allocating an area for recording therein the descramble key to be recorded, within the key management 
information area, based on the reproduced Information at)out the descramble key arid the acquired information 
about the descramble key. 

35 37. An optical disk recording method for recording infonnation about a descramble key required for encrypting content 
data in a key management infonmation area of an optical disk of recording type on whk:h data is recordable. Includ- 
ing ttie steps of: 

acquiring a descramble key required for reproducing content data; and 
40 reproducing infonnation about the descramble key which is recorded in the key management information area, 

and recording the acquired descramble key so as to allocate the acquired descramble key within the key man- 
agement infonnation area, based on the reproduced infonnation about the descramble key. 

38. An optical disk recording method for recording content data on an optteal disk of recording type on which data is 
45 recordable, 

wherein said optical disk includes a disk identifk:ation information area for recording therein disk identification infor- 
mation for identifying said optical disk, and 
wherein said method includes the steps of. 

50 reproducing the disk identification information from the disk identification infonnation area; 

judging whether or not content data can be recorded on the optical disk based on the reproduced disk identifi- 
cation infonnation; 

allocating an area for recording a descramble key required for encrypting tiie content data, into the key man- 
agement infbrmation area within the optbal disk, when Judging that the content data can be recorded on the 
55 optical disk; and 

recording a key index for indicating an area for recording the descramble key of content data to be recorded Is 
recorded In the same sector In which the content data to be recorded is recorded. 
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39. An optical disk reproducing method for reproducing a descrannble key from a key management infomiation area of 
an optical disk of recording type on which data is recordable. 

wherein the optical disk Includes a disk identification Information area for recording disk Identification infonttation 
for identifying the optk:al disk, and 
5 wherein said method Includes the steps of: 

reproducing data from the key management infonnation area; 

based on data in a sector area within the reproduced key management information area, judging whether or 
not the data in the sector area is scrambled; 
10 reproducing a key index which is recorded in the same sector area as the sector area in which the data in the 

sector area is recorded, when judging that the data in the sector area is scrambled, and reproducing a 
descrambie key from a descramble key area indk:ated by the reproduced key Index; 
reproducing the disk identifteation Information from the disk Identification infomiation area; and 
reproducing the descramble key by decrypting the reproduced and encrypted descrambie key using the repre- 
ss duced disk identification information as a key. 

40. An optical disk of recording type on which data is recordable, including: 

a first information area for recording first disk information therein; 
20 a second infomiation area for recording therein second disk information for identifying each optical disk; and 

a user data area for recording infomiatton data by InBdlatlng a light beam onto said user data area. 

41 . The optical disk as claimed in claim 40. 

wherein tiie second disk infonnation is recorded by partially removing a recording film within the second Information 
25 area, in an elongated shape in a radial direction and at a plurality of areas. 

42. The optical disk as claimed in claim 40 or 41 . 

wherein the second Infonnation area is an^nged within the first information area. 

30 43. The optical disk as claimed In claim 40 or 41 , 

wherein the second information area is anBnged on an inner peripheral side of the first infonmation area. 

44. The optical disk as claimed In claim 40 or 41 , 

wherein the second Information area is ananged over a partial area within the first Information area, and over 
35 another area located on the Inner peripheral side of the first infonnation area. 

45. The optical disk as claimed in any one of claims 40 to 44. 

wherein the first disk Information Is recorded in a fomi of minute concavo-convex pits. 

40 46. An optical disk of recording type on which data is recordable, 

wherein said optical disk has a sector structure comprising a plurality of sectors, 

wherein each of the sectors Includes a sector header area and a main data area for recording encrypted data 
therein, 

wherein the sector header area includes a decipher key infonnation area for recording therein at least one decipher 
45 key required for decrypting the encrypted data, and 

wherein a size of the decipher key infonnation area is smaller than that of each decipher key. 

47. The optical disk as claimed In claim 46, 

wherein each decipher key is divided into a plurality of divided decipher keys having a predetermined size, and 
50 wherein said plurality of divided decipher keys are recorded In respective decipher key Information areas of a plu- 
rality of continuous sectors. 

48. The optical disk as claimed In claim 47, 

wherein the number of the divided decipher keys Is a measure of the number of the sectors which are Included In 
55 en-or correction code (ECC) blocks, and which are a plurality of sectors required for error correction. 

49. The optical disk as claimed in claim 46. 

wherein said respective decipher keys are recorded In a decipher key table having a plurality of decipher keys, and 



41 



EP 1 058 254 A2 

wherein indexes for indicating recorded positions of the decipher keys required for decrypting the encrypted data 
within the decipher Icey tabie are recorded in the decipher Icey information areas of the sectors. 

50. The optical disic as claimed in claim 49, 

5 wherein decipher key status areas for recording decipher icey statuses on the respective decipher Icey areas of the 
decipher Icey table are recorded as information for representing a recorded status of the decipher key table. 

51. The optical disk as claimed in claim 49, 

wherein the decipher key table is recorded over a plurality of different emor correction code (ECC) blocks. 

10 

52. The optical disk as claimed In claim 49, 

wherein the respective decipher keys are managed and recorded in at least one unit of a file unit managed in a file 
management area, and an extent unit comprising a plurality of continuous sectors on the optical disk. 

15 53. An optical disk of recording type on which data is recordable, 

wherein said optical disk includes a main data area for recording data therein, 

wherein said main data area includes a non-encrypted area for recording data in a non-encrypted status, and an 
encrypted area for recording data In an encrypted status, 

wherein said non-encrypted area includes decipher key conversion data used for conversion of a decipher key for 
20 decrypting data, and 

wherein data in the encrypted area Is encrypted using the decipher key which Is converted using the decipher key 
conversion data. 

54. The optical disk as claimed in claim 53, 

2S wherein said main data area includes a control information recording sector for recording control information used 
for controlling data reproduction in a non-encrypted status, and a data recording sector for recording data In an 
encrypted status, 

wherein said control Infonnation recording sector includes decipher key conversion data used for conver^on of the 
decipher key, and 

30 wherein data in the data recording sector is encrypted using the decipher key whtoh is converted using the decipher 
key conversion dat& 

55. The optical disk as claimed in claim 54. 

wherein said data recording sector includes a non-encrypted area for recording data In a non-encrypted status, and 
3$ an encrypted area for recording data in an encrypted status, 

wherein said non-encrypted area is further decipher key conversion data, and 

wherein AV data in the encrypted area is encrypted using a decipher key obtained by further converting a decipher 
key, which is converted using the decipher key conversion data, using a further second decipher key. 

40 56. The optical disk as claimed in claim 53, 

wherein said dedpher key conversion data includes at least copying control Information of data. 

57. An optteal disk recording method for recording data on an optk:al disk of recording type on whk^ data Is recordable, 
including the steps of: 

45 

reading out a decipher key status which is recorded on the optical disk, and judging whether or not there is an 
empty area for a decipher key based on the read-out decipher key status; 

reserving a decipher key area and recording the decipher key in the decipher key area, when Judging that there 
is the empty area for the decipher key; 
so setting copyright control infonnation and a decipher key index in at least one unit of a file unit and an extent unit; 

encrypting data using the decipher key, and recording the encrypted data on the optical disk in at least one unit 
of a file unit and an extent unit; and 

recording on said optk:al disk, optical disk file management information for managing data which Is recorded 
on saM optical disk. 

55 

58. An optical disk reproducing method for reproducing data from an optical disk of recording type on which data Is 
recordable, including the steps of. 
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reproducing and acquiring a decipher key Index from a data recording area In which data to be reproduced Is 
recorded in a file unit or an extent unit; 

reproducing and acquiring a decipher l(ey con-esponding to the acquired decipher key Index; and 
reproducing data In the file unit or the extent unit which Is encrypted using the decipher key. 

59. An optical disk deleting method for deleting data from an optk»l disk of recording type on whk:h data Is recordable, 
comprising: 

reproducing and acquiring a dedpher key Index from a recording area in whk:h data to be deleted is recorded 
in a file unit or an extent unit; 

updating a decipher key status, which con^sponds to the acquired decipher key index and whteh indicates a 
recorded status of a decipher key, and releasing the decipher key; and 

updating file management Infonmadon for managing data which is recorded on the optical disk, by deleting a 
file entry corresponding to the data to be deleted from the file management infomnation. 

60. An infonnatlon processing system comprising: 

a data encrypting apparatus for encrypting data using a cipher key; 

an optical disk recording and reproducing apparatus for recording a decipher key required for decrypting data 
on an optical disk of recording type, and reproducing the recorded decipher key; and 
a control apparatus connected to said optical disk recording and reproducing apparatus and the data encrypt- 
ing apparatus, 

wherein said optical disk recording and reproducing apparatus comprises: 

first recording and reproducing means for recording a decipher key table on tiie optical disk, and reproducing 
the decipher key table from the optical disk; 

encrypting and decrypting means for encrypting the decipher key, transmitting the encrypted decipher key, 
receiving the encrypted decipher key from tiie control apparatus, and decrypting the encrypted decipher key; 
and 

second recording and reproducing means for recording a decipher key status table for indicating a recorded 
status of the decipher key on the optical disk, and reproducing the decipher key status table from the optk:ai 
disk; 

wherein said data encrypting apparatus comprises: 

encrypting means for encrypting the decipher key, and transmitting the encrypting decipher key to said control 

appEiratus; and 

wherein said control apparatus comprises: 

receiving means for receiving the encrypted decipher key from said encrypting means of said data encrypting 
apparatus; and 

allocating means for searching for an empty area for the decipher key based on the reproduced decipher key 
status table, allocating the received and encrypted decipher key Into the searched empty area, and transmitting 
the allocated and encrypted decipher key to the optical disk recording and reproducing apparatus, and 
wherein said encrypting and decrypting means of said optical disk recording and reproducing apparatus 
receives the allocated and encrypted decipher key from said allocating means of the control apparatus, and 
decrypts the received encrypted decipher key. 

61. An infomiation processing system comprising: 

an optical disk reproducing apparatus for reproducing a decipher key table comprising data and a plurality of 

decipher keys required for decrypting the data from an optical disk of recording type; 

a control apparatus connected to said optical disk reproducing apparatus; and 

a data decrypting apparatus for decrypting data using the decipher keys, 

wherein said optical disk reproducing apparatus comprises: / 

first reproducing means for reproducing the decipher key table from the optk^l disk; 

encrypting means for encrypting the reproduced decipher key table, and transmitting the encrypted decipher 

key table to said control apparatus; and 

second reproducing means for reproducing a decipher key status table for indicating recorded statuses of the 
plurality of dedpher keys from said optical disk; 
wherein said control apparatus comprises: 

receiving means for receiving the encrypted decipher key table from said optical disk reproducing apparatus; 
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and 

searching means for searching for the encrypted decipher key required for decrypting data which is recorded 
on the optical disic from the received decipher key table, based on the reproduced decipher key status table, 
and transmitting the searched encrypted decipher key to the data decrypting means; and 
5 wherein said data decrypting apparatus comprises: 

first decrypting means for decrypting the encrypted decipher key, and producing the decipher key, and 
second decrypting means for decrypting the encrypted data, whteh is reproduced by said optical disk repro- 
ducing apparatus, using the decrypted decipher keys. 

10 62. An optical disk recording apparatus for recording data on an optical disk of recording type on which data Is record- 
able, 

wherein said optical disk includes a non-encrypted area and an encrypted area, and 
wherein said optical disk recording apparatus comprises: 

15 recording means for recording data, including decipher key conversion data used for conversion of a decipher 

key for decrypting data, in the non-encrypted area In a non-encrypted status, and recording encrypted data in 
the encrypted area using the decipher key which Is converted using the decipher key conversion data. 

63. The optical disk recording apparatus as claimed in claim 62, • 

20 wherein said optical disk includes a control information recording sector and a data recording sector, and 

wherein said recording means records in a non-encrypted status control information used for controlling reproduc- 
tion of the data in tiie control information recording sector, converts a cipher key into a converted decipher key 
using the decipher key conversion data, encrypts data using the converted decipher key, and records the encrypted 
data In the data recording sector. 

2S 

64. The optical disk recording apparatus as claimed in daim 63, 

wherein said recording means records in a non-encrypted status data including further decipher key converBion 
data on the non-encrypted area of the data recording sector, converts the cipher key into a converted decipher key, 
using the decipher key conversion data included in the control information and the further decipher key conversion 
30 data, encrypts data using the converted decipher key, and records the encrypted data in the data recording sector. 

65. An optical disk reproducing apparatus for reproducing data from an optical disk of recording type on which data is 
recordable, 

wherein said optical disk includes a non-encrypted area and an encrypted areEi, and 
35 wherein said optical disk reproducing apparatus comprises: 

reproducing means for converting a decipher key into a converted decipher key, using decipher key conversion 
data which is recorded in the non-encrypted area, decrypting data whteh is recorded in the encrypted area 
using tiie converted decipher key, and reproducing tiie decrypted data. 

40 

66. The optical disk reproducing apparatus as claimed In claim 65, 

wherein said optical disk Includes a control information recording sector and a data recording sector, and 
wherein said reproducing means reproduces control Information used for controlling data reproduction from the 
control infomnatlon recording sector, converts a decipher key into a converted decipher key using decipher key con- 
45 version data included in tiie control information, decrypts data which is recorded In the data recording sector using 
the converted decipher key, and reproduces tiie decrypted data 

67. The optical disk reproducing apparatus as claimed in claim 66, 

wherein said reproducing means reproduces further decipher key conversion data whteh is recorded in the non- 
50 encrypted area of the data recording sector, converts tiie decipher key into a converted decipher key, using deci- 
pher key conversion data included in the control Information and the reproduced further decipher key conversion 
data, decrypts data whteh is recorded in tiie data recording sector using the converted decipher key, and repro- 
duces the decrypted data. 

55 68. An optical disk recording method for recording data in an optteal disk of recording type on which data is recordable, 
wherein said optical disk Includes a non-encrypted area and an encrypted area, and 
wherein said method includes the steps of: 
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recording in a non>encrypted status data including deciplier key conversion data used for converBlon of a deci- 
pher Icey for decrypting data in the non-encrypted area, and recording encrypted data in the encrypted area 
using the decipher icey which is converted using the decipher icey conversion data. 

5 69. An opticai disic reproducing method for reproducing data from an optical disic in which data is recordable, 
wherein said opticai disic includes a non-encrypted area and an encrypted area, and 
wherein said method includes the steps of: 

converting a decipher Icey into a converted decipher icey using decipher Icey conversion data which is recorded 
10 in the non*encrypted area, decrypting data which is recorded on the encrypted area using the converted deci- 

pher icey. and reproduces the decrypted data. 

70. An optical disk of read-only type for reproducing recorded data, Including: 

IS a data reproducing area for recording data therein; and 

a read-only disk identification information area for recording therein disk identification information for identifying 
said optical disk, 

wherein said data reproducing area Includes an area in which data is recorded which is encrypted using infor- 
mation including the disk identification information for identifying the optical disk as a key. 

20 

71. An opftcal disk of read-only type for reproducing recorded data, 

wherein said optteal disk Includes a data reproducing area for recording data therein, and 
wherein said data reproducing area includes content data which Is at least one of encrypted image data and 
encrypted muste data, and a descrambie key for decrypting a cipher which has been perfomned on the content 
25 data. 

72. An optteal disk of read-only type for reproducing recorded data, including: 

a read-only disk identification information area for recording therein disk identification information for identifying 
30 the optical disk; 

a data reproducing area for recording therein content data including at least one of encrypted Image data and 

encrypted musk: data; and 

a key management infomiation area for recording therein key Information used when reproducing the content 
data, and a descrambie key which Is encrypted using the disk Identification information as a key. 

35 

73. An opfical disk of read-only type for reproducing recorded data, 

wherein said optteal disk has a sector structure including a plurality of sectors, 

wherein each of the sectors includes a sector header area, and a main data area for recording encrypted data 
therein, 

40 wherein said sector header area includes a decipher key information area for recording therein at least one deci- 
pher key required for decrypting the encrypted data, and 

wherein a size of the decipher key information area is smaller than that of each dec'^her key. 
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